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ể

צּ

Ḵפּ︣
ṣ צּ ︣ Ṥ

ṡ Ṣ וֹ ḱḱḱ ︣
ךּךּ Ḵלּ וֹ קּ וֹ
Ḯאל ךּ ḭ ︣ צּ ךּ Ḵ

טּ Ḵֿכ Ḵ כֿ
ךּ נּ Ḵפּ ḱḱḱṡּנ ḵ

Ṣפּ︣ כֿלּךּ נּ קּ ךּ לּ Ḯ טּ Ḯ

צּ ךּ פּ ךּ וֹךּ ךּ
ךּ ḭ נּ כֿ פּ וֹ ḭ

כֿלּךּ צּ Ḵלּ
︣ ךּךּ Ḵ

פּ ḭ ︡ פּ
Ḯלּכֿךּ

￼ ḭ ṇ
טּצּ פּ ︡ Ḯלּ
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ể

ṌEmotetṌ

Emotet( ) ḭ ṇ ︣Ḯ
︡ ḭ קּ ︡כֿ ︣Ḯ Emotet

ṇ ( ṇ ) אל ︡ ḭ צּ ︣Ḯ

Emotet ṇ ṇ
Microsoft Office ︡ ︣Ḯ

טּ צּ ףּ
ḭֿכ צּ אל ︡ ︣Ḯ
2022 4 ḭ ṇ אל ṇ

שּ וֹ אל
אל ךּ ︣Ḯ

1 Ḯ ︡1
אל ḭ צּ פּךּ
︡ ︡ Ḯלּ ḭּף
ṇ צּ פּךּ ︣Ḯ

︡ צּ ḭ
ṇ פּ ︡ ︡

Ḯלּ ḭ ṇ ṇ
תּ︣ ︡ ︡ Ḯלּ

1. ︣
2. Emotet ︡ ṇ

︣
3. צּ
4. ︣

1.
2. ︡ ךּ ṇ
3.

Emotet ṇ
︡ ︣Ḯ ︡ ḭ ︡

︡ Ḯלּ

-
- Word 
- ṇ קּ ṇ
- ṇ
- OS (SMB ךּ ︣ )
- ṕ ︣ Ṗ

ḲJPCERT/CC
Emotet ︣

https://www.jpcert.or.jp/at/2019/at190044.html

Emotet ︣ ḭ ! טּצּ ḭ !
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ể

Ṍ ṇ Ṍ

ṇ ḭ ︣ לּ ḭשּ
ךּ צּ טּ לּ ךּ ︣Ḯ
︡ ḭ ṇ וֹפּ︡ ︣Ḯ

ṇ ḭּף
צּ ︣ טּצּ ︣Ḯ

︣ כֿ ḭּף
ḱ כֿ צּ

︣Ḯ

2022 2 ḭ ṇ ṇּצṣ וֹףּ ḭ3/1ṕוֹ Ṗṕ1
ḱ2 Ṗ 14 28 ︣ כֿ ךּ ︡ ︡ Ḯּף

Ṅ ḭ Ṅ פֿ ףּ ︣וֹ כֿ ףּ ︡ בֿ ︣ḮṤ ︡ ︡
Ḯ 3 7 ṣ ףּ Ṥ לּךּ ︡ ךּ ︣Ḯ

ṇ ṇ ḭךּ ṇ 1לּ ︡ Ḯֿכ
1 צּ ṇ ḭוֹ צּ ︡ כֿ ḭ ṇ ṇ צּ ︣

לּךּ ︡ Ḯ אל ḭ ṇ ︣Ḯ
ṇ ︡ טּ ךּ ︣Ḯֿכ ḭ

︠ ךּ ḭ ṇ ṇ ḭ
צּ ︡ Ḯ ︡ ḭ בֿ ḭ

( ) ︡ ךּ כֿלּ נּצּפּלּצּ ︣Ḯ
פּפּ ￼ḭ 1 ︣ ṇ צּ ︣ כֿלּךּ

שּ ךּ ︣Ḯ
︣ כֿ ḭּף כֿלּךּ צּ ךּ ︣Ḯ

ḭ
ṇ לּטּ טּצּ

︣Ḯ צּ ḭךּטּ︡
︡ כֿשּךּ צּ ︣Ḯ

ףּ פּ כֿ
ṇ ḱ ḱ ︡

ḱ

ṇ ︡ ḭ
אלכֿ ךּ לּ

טּצּ ︣Ḯ טּצּ
ḭ טּצּ ︣Ḯ

צּ אלכֿ ךּ
לּךּ כֿ טּ Ḯ

︡ḭ אלכֿ
ךּ לּ ︡ ︡ Ḯלּ
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ể

Ṍ Ṍ

Emotet ṇ ￼ḭ ṇ ךּ ︣Ḯ
ṇ ḭנּאל נּ כֿשּךּ

︣Ḯ

︣ ṇ
צּ ︣Ḯ ︡ ḭ (

) קּ נּ ︡ ︣Ḯ ḭ
ṇ ḭךּ
︣ לּךּ ︡ 2
ךּ ︣Ḯ
︡ ḭ ḱ
︡ קּףּ ︡ Ḯלּ

ḭ לּ
︣Ḯ כֿ ḭ

קּ ︣Ḯ
ḭ שּ צּ

ךּ ︣Ḯ
︡ ḭ ṇ ḱ ṇ
ḭ ︡ ︡ Ḯלּ

ḭ ︣
ḭ ṇ ṇ ṇ

︣ ︣Ḯ Web ṇ
אל ḭ כֿ
צּ ︣Ḯ

︡ ḭ קּ ךּ
︡ ḱךּ Web

טּ פּ ︣ כֿ צּ ︣Ḯ

וֹ ︡ ḭ ṣhttps Ṥ טּ פּ פּלּ ︣
לּךּ טּצּ ︡ Ḯhttps פּ URL צּ אל ︣Ḯhttp:// פּ

URL ḭ ￼ ︣ ḭ ︣ טּ
ךּצּ ḭ צּ ︡ ︡ ךּ ︣Ḯֿכ ṇ
צּ ︣ךּנּ כֿ ︣Ḯhttps צּ ḭנּ https

︡ שּךּ ︡ Ḯ ḭṣhttps Ṥ טּ פּ כֿלּךּ טּ Ḯ
︡ḭ ṇ ḱשּ︡ ךּ ︡ Ḯלּ

ễ

STOP. ︣
THINK. ּצ כֿ פּ נּ
CONNECT. ︡ ṇ ︡

Ḳ
וֹ (2022 )

https://www.antiphishing.jp/
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ể

Ṍ Ṍ

צּ כֿ ︡ Ḯּט נּ שּ כֿךּ פּ ︡ Ḯ
︡פּ︡ צּ ḭ צּ כֿ ︡ כֿ שּ︡ ︡ כֿשּףּ

︣Ḯ

שּ צּ
פּ ︣Ḯ ṇ ︡ ךּ︣
פּ ︡ ḭצּ צּ ︡ שּ

ךּ ︣Ḯ

צּ כֿ צּ ︢ Ḵפּ ףּ פּפּצּ
לּ לּךּ ṇ טּ פּ ︡ Ḯ לּךּ
טּצּ ︣Ḯ ︡ ךּ ︣Ḯ

וֹ Ḯּף קּ
ךּ ︡ ︣Ḯ

צּ ︣ ḭ
ḭ ︡ צּ ךּ ךּ
וֹ טּצּ ︣Ḯ

צּ קּ לּךּ נּ
￼ḭ ṇ צּ וֹ ︣Ḯ

Ḳ פּפּ
Ḳ
Ḳ
Ḳ ṇ
Ḳ

ṇ

2016 31,646

2017 23,601

2018 29,768

ễ 28,308

Ḳ ṇ (JNSA)
ṇ 2021

https://www.jnsa.org/result/incidentdamage/
2021.html

ṇ
ṇ ṇ ḭ
ṇ לּךּ ︡ ךּ ︣Ḯ

ḭ 28,308 טּ
ḭֿכ צּ וֹףּ ḭ

נּ כֿ צּ קּ ︣Ḯ
טּ פּ ︣ ḭֿכ צּ

טּ פּ פּ פּ כֿ טּ ḭצּ︣
︣ קּ

נּךּ ︣Ḯ
ḭ אל טּ ︣

Ḵפּ קּ ךּ Ḵפּ︣
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ể

וֹ ךּךּ לּךּ טּ Ḯ ḭ צּוֹ
ךּךּ לּךּ טּ Ḯ צּ ︡ ︡

שּךּ טּצּ ︣Ḯ

ḭ
︡ ךּ ︡ Ḵפּלּ

︡צּךּ ︣ צּ
︡ צּ שּקּ טּצּ
︣Ḯ︡ פּ ︡ קּךּ ︡ Ḯלּ

שּ ךּ ︣Ḯּ︡︡פ צּ ḭ פּ
︡ ףּ ḭ טּ ︡ Ḯ נּ ḭ ṇ 2015

כֿ ḭ7 ( 2022 ) כֿ ︣Ḯ ḭ ︡ ṇ
נּ ךּ כֿלּךּ נּ ︣Ḯ

ṕIPAṖּצ ︡ ḭṣ2021 וֹףּ
︣ Ṉ Ṥẑ1 ḭ ךּ ︣Ḯ

︡ ךּ ךּ צּ ḭ100 ︡ ךּ צּ נּ ḭ
︡ ךּ צּ נּ ︡￼ צּ

ךּ כֿ נּצּפּלּצּ ︣Ḯ ḭ קּ צּ ךּ לּךּ טּ ︣Ḯ
︡ שּךּ ḭ וֹ צּ ךּ

פּ ︡ Ḯ

Ḳ ṕIPAṖ
2021 וֹףּ ︣ " Ṩ

https://www.ipa.go.jp/security/fy2021/reports/sme/index.html

ךּ ךּ לּךּ ךּ ︣Ḯ
￼ ︡ḭ
קּךּ ︡ Ḯלּ

ṕIPAṖ
2021 וֹףּ ︣ " Ṩ

https://www.ipa.go.jp/security/fy2021/reports/sme/index.html

ӊ3

Ṍ שּ Ṍ

18
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ể

ṇ ṇ

צּ ︣ כֿ ḱ
לּ טּצּ ︡ Ḵפּ

︡ḭ ḱ צּ ךּ
לּ טּצּ לּ Ḵפּ︣

ṇ
Ṍ Ṍלּ

1

29

300

ṡ1:29:300
Ṣ ︣Ḯ30
ḭ300 צּ

︡ ︣Ḯ ḭ30 לּ 1
נּ לּךּ

︣Ḯ
תּ

︡שּ כֿשּךּ צּ ︣Ḯ
︡שּ כֿשּךּ ḭ

︡
כֿשּךּ צּ ︣Ḯ
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ể

טּ Ḵ
Ṍ שּךּ טּ ḴṌ

ḱCISO

ḱ

ךּ Ḵפּ︣
Yes

Ḵפּ︣
Yes

/ ︣ Ḵפּ︣

No

Yes

︣ Ḵפּ︣

︣ כֿ טּצּ Ḵפּ︣

ṇ
ḭ לּ Ḵפּ︣

Ḵפּ︣

ḱ
ךּ ךּ Ḵפּ︣

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

20



ể

Ṍ Ṍ

ḱCISO

ḱ

/

ẇ

(IPA)
https://www.ipa.go.jp/security/anshin/
TELḲ03 -5978 -7509 FAXḲ03 -5978 -7518
mailḲanshin@ipa.go.jp

Ḳ10:00 Ṍ12:00
13:30 Ṍ17:00( ḱ (שּ

ẇ

ṇ
https://www.houterasu.or.jp/

/

ẇ טּצּ
ṇ ( )

https://www.keishicho.metro.tokyo.lg.jp/sodan/madoguchi/sogo.html

Ḳ03 -5805 -1731
Ḳ8:30 Ṍ17:15 ṕ Ṗ

ṇ ḱ ︣ ךּ (IPA)
https://www.ipa.go.jp/security/outline/todokede -j.html

( )
https://www.antiphishing.jp/

ṇ ( ṇ ṇ ṇ)
https://www.dekyo.or.jp/soudan/

︣ ︡EC ( ︣ ︡EC )
https://www.saferinternet.or.jp/e -commerce/narisumashi/

ḱ (JPCERT/CC)
https://form.jpcert.or.jp/

ḱ (IPA J-CRAT ṇ )
https://www.ipa.go.jp/security/tokubetsu/index.html

https://www.ppc.go.jp/personalinfo/legal/leakAction/

ẇ ḱ ḱ

ḱCISO

ṇ
ṥ Ṧ03 -5320 -4773
ṥ ṇ ṦḲhttps://www.shinsei.elg -
front.jp/tokyo2/uketsuke/form.do?id=1461031266630
ṥ פֿ Ṧ Tcyss
( 2 8 1 20 )

ṇ
ṥ Ṧ03-5320 -4773
ṥ ṇ Ṧ Ḳhttps://www.shinsei.elg -
front.jp/tokyo2/uketsuke/form.do?id=1461031266630
ṥ פֿ Ṧ Tcyss

( 2 8 1 20 )

21

https://www.ipa.go.jp/security/anshin/
https://www.houterasu.or.jp/
https://www.keishicho.metro.tokyo.lg.jp/sodan/madoguchi/sogo.html
https://www.ipa.go.jp/security/outline/todokede-j.html
https://www.antiphishing.jp/
https://www.dekyo.or.jp/soudan/
https://www.saferinternet.or.jp/e-commerce/narisumashi/
https://form.jpcert.or.jp/
https://www.ipa.go.jp/security/tokubetsu/index.html
https://www.ppc.go.jp/personalinfo/legal/leakAction/
https://www.shinsei.elg-front.jp/tokyo2/uketsuke/form.do?id=1461031266630
https://www.shinsei.elg-front.jp/tokyo2/uketsuke/form.do?id=1461031266630
https://www.shinsei.elg-front.jp/tokyo2/uketsuke/form.do?id=1461031266630
https://www.shinsei.elg-front.jp/tokyo2/uketsuke/form.do?id=1461031266630


ể

Ṍ ḱCISOṌ

Å ︣ Ḯ
Å ḭ ṕ ṇ ḭ Ṗ ︣ Ḯ
Å ︣ Ḯ
Å ךּ ︣ Ḯ ḭ ︣ Ḯ

Å ︣

טּ Ḯ לּ
︡ צּ ︣Ḯ

︣Ḯ
ḭנּ

︡ קּךּ ︣Ḯ CISOẑ1ּצ
︣ כֿ קּ Ḯ

ӊ3<Chief Information Security Officer

386 טּצּ
ךּ ︣Ḯ ḭ 386
ךּצּ כֿלּךּ ︣Ḯ ︡ ḭ386

︣Ḯ
ḭ386 ךּ

︡ ףḴּפּלּ ךḭּשּ ךּ ︡ Ḯ︣לּ
ḭ ḭ

פּ ︣ ḭפּ ṇ ḭ
לּךּ נּ טּפּ︡

Ḯ ︡ לּ פּ פּ
ךּצּ ḭךּ ṇ ףּ פּפּצּ

שּ ḭ לּךּ
צּ טּצּ ךּ ︡ Ḵפּלּ

ḭ ṇ ︡ ךּ
קּ ︡ Ḯלּ

︣ כֿלּךּ צּ פּ
ḭשּ פּ כֿ טּצּ ︣Ḯ

טּ ḭ Ṅּף ︣
ḭּף פּ קּ
︡ Ḯ ḭ ḭ
ḭ

ךּ ךּ ḭ
אלכֿ ךּ לּ ︡

ךּ ṇ טּצּ ︣Ḯ
פּ וֹפּנּ

נּלּ︣
ךּ ︣Ḯ ṇ צּ
ךּ פּ ︣Ḯ ḭ אל

ףּ ḭ
צּ קּ ︣ ךּ פּ ︡ Ḯ

22



ể

Å ︣ Ḯ
Å ︡ ḭנּ ︡ḭ ︣ Ḯ
Å ︡ ︣ Ḯ

Å ḱ
Å ḱ
Å ḱ

︣
צּ ︡ ךּ ︣Ḯ
ṇ ḭ

צּ לּ
קּךּ ︣Ḯ
צּ לּ ḭ

קּ ︣Ḯṡּט
צּ ךּ פּ Ṣ ︣

ṇ טּ ︣Ḯ︡ פּ כֿ
︡ḭ ḱ
שּךּ טּצּ ︣Ḯ

CISO ṇ שּךּ
טּצּ ︣Ḯ ︣
קּךּ ︡ Ḯלּ

טּ ḭ
︡ ︡ Ḯ

ḭ￼וֹ ṇ ṇ
︡ ︡ Ḯ
ḭ︡פּ︡

טּ Ḯ צּ
ḭשּ כֿלּךּ טּ ︡ Ḯ

צּ ṇ פּ ︣ כֿ
צּ קּ ︡ Ḯ

ḭ ṇ
בֿ ︡ ךּ ︡ Ḯ

קּ Ḯ
︣Ḯ

כֿלּךּ
כֿשּךּ צּ ︣Ḯ

צּ ךּ לּ קּךּשּ Ḯ
קּ ḭ צּ צּ

פּךּ ︣Ḯ Ṅ

קּךּ ︣Ḯ

קּךּ
︣Ḯ

︣Ḯ

Å ḱ
Å ḱ ︣
Å

Ṍ Ṍ

23



ể

Å ḱ ṇ ︣ Ḯ
Å ḱ ḱ Ḯלּ
Å ︡ Ḯלּ

Å ︡ ṇ ḱ
Å ḱ
Å

תּ︣
︣Ḯ

ṇ
ḭ נּ קּךּ ︡ Ḯלּ

︡ ︣Ḯ
נּ קּ ︣Ḯ

ẇֿכ טּ

(IPA)
https://www.ipa.go.jp/security/keihatsu/videos/

ṡ אל NPO וֹ Ṣ(NISC)
https://security -portal.nisc.go.jp/guidance/blue_handbook.html

ṇ ḱ (NISC)
https://security -portal.nisc.go.jp/guidance/handbook.html

וֹ ṇ ( )
https://www.cybersecurity.metro.tokyo.lg.jp/security/guidebook/#page1

ṇ ( )
https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/index.html

Ṍ ḱ Ṍ

24

https://www.ipa.go.jp/security/keihatsu/videos/
https://security-portal.nisc.go.jp/guidance/blue_handbook.html
https://security-portal.nisc.go.jp/guidance/blue_handbook.html
https://www.cybersecurity.metro.tokyo.lg.jp/security/guidebook/#page1
https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/index.html


ể

Å צּ קּ ךּ פּ
︣ Ḯ

Å קּ ךּ ךּ ︡ḭ נּ Ḯ

Å ḱ
Å ḱ
Å ḱ

2 צּ
טּ ︣Ḯ ךּ וֹ כֿ

︡ קּךּ ︡ Ḯלּ

1ḭ 3 צּ ︣
ISMS P ṇ צּ
︣ ︣Ḯ 3

צּ ︡ ︣Ḯ 3 צּ ︣
כֿ ḭ ḱ ︣Ḯ

2ḭ צּ ︣
צּ ︣ ḭ
צּ ךּ לּךּ טּצּ ︣Ḯ

צּ קּ ךּ ךּ ḭ︡ףּ
︡פּ כֿשּךּ צּ קּ ︣Ḯ

︣ ךּצּ
ךּ כֿלּךּ טּשּ ︣Ḯּט
כֿ לּךּ
︡ Ḯ

︢ צּ ︣ ḭ
צּ ḭ שּ︡ צּ

קּ ךּ לּךּ טּצּ ︣Ḯֿכ
ḭ ךּףּ טּ צּ ךּ

צּ ︡ ︡ Ḯֿכ
ḭ

︣ כֿ צּ קּ ︣Ḯ
︡ ḭֿכ לּ טּצּ
︡ Ḯ ︣ פּ

ףּצּ ךּ ︣ קּ
וֹפּ ḭ צּ ︡
קּךּ ︡ Ḯ

︣ וֹ ךּשּ ךּ
פּ פּ Ḯ ḭ ךּ︡

ךּ כֿ ︣Ḯ

צּ שּ︡ ךּ ךּ ḭפּ
︡צּ פּ קּ ךּ פּ ︡
︣Ḯ

Å ṇ
Å ︣ ḱ

Ṍ Ṍ
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ể

Å Ḯלּ
Å Ḯלּ
ÅCISO ︡ḭCISO ṇ ︣ Ḯ

Å ḱ
Å ḱ
Å ḱ

︡ כֿ
טּ ḭצּ ￼ פּכֿ
קּ ︣Ḯ נּ
צּ ︣Ḯ

ḭ
צּ ︡

︣Ḯ

ṇ לּךּ ךּ כֿ טּ
Ḵפּ︣ ךּףּ ḭֹצּו
וֹ לּ לּךּ צּ
︣Ḯ

ḭ צּ
︡ פּ ḭפּשּךּ
טּשּ פּ ︡ ︡
פּשּךּ לּךּ ︣Ḯ

ṇ
אל ḭ (

ṇ︣ )
צּ קּ ךּ טּצּ ︣Ḯ
צּ פּ פּ

︡ḭ ṇ וֹפּ ךּ
לּ ︡ קּךּ ︡ Ḯלּ

ḭ
צּ ṇ טּצּ

︣Ḯּט ḭ נּ

︡ ךּ לּךּ צּ
︡ ︡ Ḯ

טּ ḭ
צּ

טּ ṇ טּ ︣Ḯ
︡ כֿ ḭ פֿ

ṇ צּ ︡ḭ
כֿ צּ פּ︡ כֿ צּ נּ
︣Ḯ

פּ נּ ḭקּףּ ṇ
כֿשּךּ צּ ︣Ḯ

Å

Å ḱ ︣
Å ṇ

Ṍ Ṍ
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ể

Å Ḯלּ
Å אל ךּ Ḯלּ
Å Ḯלּ

Å

Å

Å ḱ

︡ ￼ ךּ שּ
ḭ ︣Ḯּ︡︡פ
צּ ḭ ︡ פּ
ךּ ḭ צּ וֹ
טּ Ḯ

ḭשּ ︡פּ ︡ שּךּ
כֿ ︣Ḯ ḭ ךּ︡

אל פּ ︡ Ḯ

︣ קּ ︣Ḯּ︡︡פḭ
קּ כֿ טּ

ךּ ︡ Ḵפּלּ ︡ ṇ
︣ כֿ
︡ צּפּךּ ︡ Ḵפּלּ

ṡ ךּךּ ḭ
︡לּ ךּךּ ḴṢפּ לּךּ

וֹ ṇ ךּ ︣Ḯ צּ קּ ḭךּ פּ
ךּ צּ פּ ḭךּ כֿךּ
ךּ שּ קּ ︣Ḯ
כֿ ḭ אל
קּ קּ ︣Ḯ ︣ ḭ כֿ

צּ קּ ךּ לּךּ ︣Ḯ
︡ פּ ︡ ḭ ḭ

︡ בֿ כֿךּ נּ טּצּ ︣Ḯ
ḭ ︣ ḭפּ

כḭֿפּ
טּ נּ כֿ צּ

︣Ḯ

ḭ ḱIT
לּ צּ

ךּ ︣ לּךּ
טּצּ ︣Ḯ

ḱIT

IT צּ שּ︡ ךּ ךּ
ḭפּ לּ
פּ ︡ ︣Ḯ

ḭ
לּ טּ

︣Ḯ

Å

Å

Ṍ Ṍ
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ể

Å ṕJPCERT/CCḭNISCḭ ḭ Ṗ ṕ ḱ ḱIT Ṗ
ḭךּ ︣ Ḯ

Å ︡ ︣ Ḯ

Å ṇ
Å ḱ
Å ḱ

ṣ Ṥּצ
︣Ḯ ︣

כֿ טּצּ ḭ
צּ ︣Ḯ

︣

ךּ ︣Ḯ ḭ
︣ כֿ ךּ ︣Ḯ

צּ קּ ︣Ḯ ḭ
צּ ︡ Ḵפּלּ

︡ ḭ
1.
2.
3.
בֿטּצּ ︣Ḯ

ḭ ṇ ṇ ︡
︡ קּךּ ︣Ḯ

︡ ︡ ךּ
קּ ︡ Ḯלּ

טּ ḭ צּ נּ
נּ כֿשּךּ ḭ ︡

︡ Ḯ
︡ḭ ︡ ︣Ḯ ḭ
צּ ︣ ︡ḭֿכ
︡ ︡ Ḯ
צּ נּ נּ כֿשּךּ

︡ḭ פּ
לּ לּ ḭ

︡ ךּ ︣Ḯ
︢ ︡ ḭ

︡ḭ ṇ
צּ לּ ︡ Ḯ

︣ כֿ
ḭ צּ צּ ךּ ︣Ḯ

Å ḱ
Å

Ṍ Ṍ
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ể

Å ḭ Ḯ
Å ︡ ךּ Ḯ
Å ḭ Ḯלּ

Å

Å

Å ḱ

ḭ
ḭ

ḭ ︣ כֿלּךּ ︣Ḯ
ḭ ךּ︡ כֿ וֹ
טּ Ḯ

ḭ ḭ
טּ ︣Ḯ

צּ
︣ טּצּ ︣Ḯ ḭ

ḭ
︣ טּצּ ︣Ḯ

צּ
קּ Ḵפּ ︣

כֿ ︣Ḯ

ḭ
︡ ךּ וֹךּ ךּ טּצּ ︣Ḯ

︡
טּ ︣Ḯ

צּ ︡
︣Ḯ

ḭ
︡ḭ ︡ ︣Ḯ

Å

Å

טּ ḭ
︡ ḭ פּ ṇ
︡ Ḯּ︠ך ḭ

פּ ︣ כֿ
צּ קּ ︡ Ḯ

︣ ︡ ḭ
שּ פּפּצּ ︡ לּ ︣Ḯ

ḭֿכ לּ נּ ḭ

כֿלּ צּ ךּ אל ךּ ︣Ḯ
︢ ךּ ︡ḭ

︡ קּךּ ︡ Ḯלּ

Ṍ Ṍ
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ể

Å ︡ ךּ ︣ Ḯ
Å ︣ Ḯלּ
Å ḭ Ḯלּ

Å

Å

Å

︡ḭ ︣

︡ḭ
︡ צּ ḭ

אל ḭ ︣
ḭצּ ︣Ḯ

ṇ לּ
ḭ צּ ︡ ךּ כֿ
︣Ḯֿכ צּ ךּ ḭ

￼ פּ לּךּ פּ
Ḯ פּ ︡ḭ

︡ כֿשּףּ צּ ︣Ḯ

ךּ︡
Å ṇ
Å IP
Å ṇ
Å OS
Å ṇ
Å

( IT
) ︣ צּ ךּ ︣Ḯ פּ

︡ ︡ ךּ כֿ ḭ
ךּףּ קּ

︣Ḯ
ḭ

ךּ︡ כֿלּךּ צּ ךּ ︣Ḯ ḭ
צּ שּ ḭ

צּ שּ ︡ ḭךּ
פּפּצּ ︡

לּךּ קּ ︣Ḯ פּ כֿ ḭ
ṇ ︡ פּ ḭ
︡ כֿשּךּ צּ ︣Ḯ

Å

ḭ
︡ ךּ ︣Ḯ
︡ḭ ︡ ︣Ḯ

Ṍ Ṍ
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ể

︡ שּךּ ḭּך שּ פּ כֿ צּ
︣Ḯ נּ ḭ ︡ ךּ ṇ צּ אל לּךּ

ḭ ︣ ︢ כֿ צּ קּ ︣Ḯ פּכֿ
צּ ךּ ḭפּ ךּ︡ פּ ︡ḭ קּ ︡ ︡ Ḯלּ

נּ ךּ
Web ṇ

︡ ḭ צּ פּךּ ︡
︣Ḯ ḭ פּ
︡ ︡ ︣Ḯ

צּ ︡ ḭ
︡ ︣Ḯ

︡ ︣Ḯ

︡ ︣Ḯ
︡ SNS ︣ Ṅ ףּ ḭ
SNSּפ כֿ צּ קּ ︣Ḯ

NISC ṇ ṇ
https://www.nisc.go.jp/

JNSA ṇ
https://www.jnsa.org/

JPCERT / CC
https://www.jpcert.or.jp/

IPA 
https://www.ipa.go.jp/

ḭ ṇ SNS שּ טּצּ ︣Ḯ ףּ
וֹ ḭ לּ ︡ קּךּ ︡ Ḯלּ

︡ Web

Ṍ ḱ ḱ Ṍ

31

https://www.nisc.go.jp/
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https://www.jpcert.or.jp/
https://www.ipa.go.jp/


ể

ךּ

וֹ ︡ḭ
ḱ ︡ ︣Ḯ

ṇ ךּףּ
︡ ךּ ︣Ḯ

ךּףּ ḭ
פּ ךּ ︣Ḯ

Ṍ ḱ / ḱ Ṍ

ךּףּ ḭ שּךּ לּךּ ṇ צּ ︣Ḯ ḭ
ךּ Ṅ לּ בֿ קּ ︡ Ḵפּלּ

ẓ ẓ ḱ ẓ
︡ ︡ ךּ ︡ ḭצּ אל

ךּ ︡ Ḯ כֿ ḭ ︣ צּ ︡ ︡ Ḯ
︡ כֿ ḭ ḱ צּ ︡ Ḯ טּ ḭ

כֿ צּ קּ ḭ ︡ Ḯ

( ) ẓ 
IT לּ ︡ ךּ ︡ ḭצּ ︡

︣ לּ ︡ Ḯ ︡ לּשּךּ ḭ
ḭ ḭךּ ךּ ︣Ḯ

32



ể

ṇ
Ṍ Ṍלּ

ṇ ṇ

שּ טּצּ ︡ Ḯ ḭ
ךּ לּ ︡ Ḵפּלּ

P11 ︡ צּ נּ ︡ Ḯלּ

ךּ Ṇ וֹ ︡ Ḯלּ ḭ ︡ ḭ
לּ ḱ טּצּ פּ קּ ︡ ︡ Ḯלּ

Å ḱCISO

Å

Å ḱ

Å

Å

Å

Å

Å

33



ể

ḭ צּ שּקּ
ḭ קּ כֿ צּ שּ︡ ︣Ḯ שּ

טּ ︡ ḭ פֿ
︡ḭ קּךּ

︣Ḯ ḭ
שּךּ צּ ךּ פּ

פּ לּצּ קּךּשּ Ḯ ḭ אל
צּ ︡ טּ

︣Ḯ ḭ צּ ךּ
︡ ︡ שּ טּ ︣Ḯ

ךּ ḭ צּ כֿ ḭ
︡ כֿלּ ︡ Ḯלּ

︡

בֿ שּ ︡ ךּ טּצּ ḭ נּ
צּ פּךּ ︣ כֿ צּ קּ ︣Ḯ נּ ︣Ḯ

טּצּ ḭ צּ ךּ ︣Ḯ
︣ טּ ḭṡצּ︣ ︡ḭ ︡ כֿשּ צּ קּ

לּ שּ Ṣלּ ︡ ︣צּ צּ ךּ ︣Ḯ

טּ ḭֿכ
︡ ךּ ︡ Ḯ
Ṅ ︣ כֿ צּ
ḭ ךּףּ ḭ
ṇ ︣ כֿ צּ קּ ︡ Ḯ ḭ

︡ ךּ כֿ ḭ
לּ ︣ כֿ צּ קּ

ךּ ︣Ḯֿכ ḭ
לּ ︡ שּךּ צּ פּ

︣ כֿ צּ קּ ︡ Ḯ
נּ שּ נּ

כֿ צּ קּ נּ ︣Ḯ

לּךּ שּ︡ צּנּ ḭ שּ︡ נּ פּךּ ךּ וֹךּ ךּ
פּ ︡ Ḯּ︡︡פ צּ ḭ ḭ
שּ︡ שּ אל כֿ ︣Ḯ︣ טּ ךּ שּ

צּ לּ טּ ḭֿכ נּךּ ︣Ḯ

Ṍ Ṍ

34



ể

︡

︣ לּךּ
ךּ ︣Ḯ נּ לּךּ

פּ ḭ ṇ ṇ ︡
ךּ לּךּ ךּ ךּ ︡ Ḵפּלּ
ḭ נּ כֿ
︣Ḯּ︡︡פḭ

טּ ḭ צּ שּ
לּךּ טּ ḭ ṇ
נּ טּצּ ךּ ︣Ḯ

טּ ︡ḭ כֿ לּ ︡ ︡ Ḯ ︡
ṇ טּצּ ḭ ︡
︡ לּ לּךּ ︣Ḯ ︡ פּ שּ

טּצּ Ḯ ︣ צּ ︡ ︣ כֿ צּ קּ ḭ
קּ ︡ לּךּ וֹ כֿ צּ קּ ︣Ḯ

ḭ︡פּ︡ טּ ḭ טּצּ
︡ Ḯ ḭ Ṅ פּ

פּ ḭ צּ
טּ כֿ ︣Ḯ SaaS ṇ
Ṅ צּ ךּ ḭ
נּ כֿ צּ שּ ךּ לּךּ צּ
טּ ︣Ḯ כֿ ḭ ￼
ḭךּ קּ לּ לּךּ לּ

קּךּ ︡ Ḯ ṇ
︣

צּ צּ לּ ︡ḭ ︡
︡ḭּ︣ת לּ ︡ ︡ Ḯ

צּ אל שּ ḭ
קּ שּ ︡ ︡ Ḯ

ḭ אל ︢
︡ צּ שּ ḭ

ṇ שּ צּ
כֿךּ ︡ ךּ ︣Ḯ

טּ ḭ ︡ שּךּ טּצּ ︣Ḯ
ḭ ︡ ḱ צּ ךּ ךּ ︡ Ḵפּלּ ךּ

פּךּ ︡ ḭצּ וֹ ︣
︣Ḯ פּ קּ קּךּ ︡ Ḯלּ

Ṍ Ṍ
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ể

טּ
︡ḭ פּ

קּ
וֹ כֿ ḭּט ךּ וֹ ךּ

כֿ ḭṡ Ṣ
︡ṡ Ṣ

טּ ḭּט ךּ טּ כֿ
צּ ︡ ךּ

ךּךּ
︣Ḯ

Ḳ ṇ

https://www.j - tag.or.jp/

ךּ ︣ ṇ
︣

OT ︡
ṇ ︣

CSIRT PoCṕPoint of Contact Ṗ
︣

צּ ︣ ךּףּ ḭ ḭ
︡ ︣Ḯּ︡︡פ צּ ḭ ךּ

לּ נּ צּ קּ ︣Ḯ ךּ ךּ לּךּ ךּ ︣Ḯ
︡ ︡ כֿשּךּ כֿ ḭ

וֹ ḭךּטּ︡ ︡ וֹךּ לּ ḭ
︡ ︡ קּךּ ︡ Ḯלּ

36
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ể

צּ

︣

ךּפּ טּצּ ḭ שּ
טּצּ לּ Ḯּל ךּ קּ ︡ Ḯלּכֿףּ

ףּ שּ ךּ שּ︡ ︡ ךּ ךּ פּלּ ḭ︡ פּ נּ
בֿטּ ךּ וֹךּ כḮֿךּ ḭ ḱ ︡ פּ Ḵ

￼ צּ קּ כֿ קּךḴּפּלּ ︣ לּ
︣ צּ Ḯךּ ṇ

ḭ ︡ שּךּ קּ לּ Ḯ
צּ פּךּ ︡ Ḯלּכֿךּ

︡ שּ שּ פּ ︡ Ḯךּ
Ḯ ￼ ךּ כֿשּךּ צּ ḵ
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ể

38

Ṍ ︡ ךּ Ṍ

טּ קּצּ

ṇ ḭ ︡ḭ
כֿ צּ קּ ︡ ךּ

︣Ḯ ︣Ḯ
טּ Ḯ ︡ ︡ḭ ︡ שּךּ טּצּ ︣Ḯ

1 ףּ ךּ טּקּ צּ ךּ︠פֿלּ ︣Ḯ לּ ︡
Ḵפּ קּ קּ כֿ פּ ḱשּ︣ שּ︡ נּ וֹךּ לּ
וֹ ︣Ḯ ףּשּ︡ ︡ךּ ︣Ḯ

ṣ Ṥ ︣ ḭ ṇ ḱ
︣ כֿ פּ קּךּ ︣Ḯֿכ צּ

ḭ ︡ אל קּךּ ︣Ḯֿכ
¬ לּ

ºפּשּךּ כֿלּךּ ךּ ︣Ḯ
כֿשּךּ ḭ ṇ

ṇ טּצּ קּ
ṇ ḭ שּ צּ קּ ︣Ḯ ḭ צּ

ḭ ︡ לּ ףּ ︣
טּ ︣Ḯּ︡︡פ צּ ḭ פֿ ףּ ︡
צּ שּךּ ḭṡ︣ צּ ︣Ṣ לּךּ ךּ
︡ ךּ ︣Ḯ אל ךּ ךּ ḭ צּ
כֿ ︡ ︡ ︣Ḯ

ךּצּ פּךּ צּ ︣ פּ︡ ךּ לּךּ ḭ
וֹ פֿ צּ צּ ︣Ḯ שּפּ
וֹ וֹ ḭ צּ ︢
צּ כֿלּךּ טּ ︣Ḯ צּ צּ

︡ כֿ טּ ︡ Ḯ ḭ
פּ ḭ ︡לּ וֹ צּ ךּ כֿלּךּ טּ ︣Ḯ
כֿ ḭ ︣ ḭךּ

︡ לּ ︡ ךּ ︣Ḯ
ṣ ךּצּ Ṥךּ כֿלּךּ ḭ ︡
שּ ךּ כֿלּךּ טּ Ḯ נּ קּ
צּ שּ לּ טּ ḭ ︡ ︣
︡ שּ Ḯךּאל



4
ṇ

2

ṇ Ḳ 4 8 9



Ễ

Ḵ
DXḴ

טּ Ḵפּ︣

ḭṡDXṢ לּךּ צּ ךּ ךּ︡

ḭDX לּךּ Ḵפּלּ כֿלּ Ḵפּלּ פּ
וֹךּ︡ ḱḱḱ נּ ṡ ︡ ︡ ḵṢ

ṡ קּ לּ ︡ ︣ḵṢ כֿלּךּ וֹשּ ḭ
כֿ Ḵ DXḴ

קּ ךּ ḭ פּ ︡ Ḯלּ
צּ טּ Ḵ

צּ ḭ נּ ךּ
Ḯךּ︡ ︣ לּ ḭ
ṇ וֹ לּךּ ṇ צּ שּ לּ
קּ Ḯ טּ ḭDX

ḭ ︡ ךּ
שּ טּצּ ךḮּךּ︡ ךּ ︡ḭ

ךּ וֹךּ ךּ Ḵלּ

￼ ḭ DX כֿ כֿ פּ
Ḯלּ צּ אל ךּ לּ ︣ כֿ
ḵ
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Ễ

ṇ ṇ

צּ ךּ︡ ︡ḭ ṇ ︡ ḭ
ṇ ḭ ṇ ḭ ︣ ḭ

ḭ ḭ ḭ ḱ ︡ḭ ︣ כֿ Ḯ

ẑṡ ṇ ṇ Ṣ לּךּ לּ צּךּ ḭ
אל ךּ Ḯ ṡ ṇ ṇ Ṣ ḭṡ ṇ ṇ

︣ ṕDX Ṗver1.0 Ṣṕ 30 12 Ṗ וֹףּ
︡ ךּ ︣Ḯ

Ḳ
ṇ ṇ ︣ ṕDX Ṗver1.0

https://www.meti.go.jp/policy/it_policy/dx/dx_guideline.pdf

ṇ

DX

ḱ ṇ

ṇ ︡ ṇ

ṇ ḭ
ṇ ṇḭ ḭ

ḱ

41
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Ễ

ṇ ṇ
ךּ

ṇ ṇ

Digitization ṕ ṇ Ṗ
︣ ḭ ︣ כֿ

ṇ ṇ ṕDXṖ שּךּ ḭ ḱ
צּ ︣Ḯ ṇ ṇ ḭ

ṡ ṇ Ṣṡ ḭ ḭ ḭ ḱ
︡ḭ ︣ כֿ Ṣ לּךּ לּ ḭ ṇ

ṇ ︡ ךּ ︣Ḯ

Digitalization ṕ ṇ Ṗ
︡ḭ ṇ ṇ ︡ ṇ

︣ ךּ ︣ כֿ

Digital Transformation ṕ ṇ ṇ /DX Ṗ
צּ ךּ︡ ︡ḭ ṇ ︡ ḭ
ṇ ḭ ṇ ḭ ︣ ḭ
ḭ ḭ ḭ ḱ ︡ḭ ︣ כֿ

42



Ễ

DXּצ

ךּ︡ ︡ ךּ ︣Ḯ ḭ צּ ךּ ךּ
כֿלּ צּ אל ךּ ︣Ḯ

Ḳ

https://www.stat.go.jp/data/jinsui/new.html

ḭךּ ṇ צּ ךּ ︣Ḯ
אל כֿ ︣ לּ צּ ︣Ḯ

Ḳ

ICT ṕ30 Ṗ
https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/h30/html/ne220000.html

ḭ ḭ ḭ ḭ ךּףּ ךּ
כֿ נּצּפּלּצּ ︣Ḯֿכ ḭ צּ ︣Ḯֿכ
וֹ DX צּ ךּ ︣Ḯ 43

https://www.stat.go.jp/data/jinsui/new.html
https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/h30/html/ne220000.html


Ễ

DXּצ

DX נּ כֿשּךּ ︡ ︣ḮDX ḭ
קּ נּ ḭ ︡ ḭ נּ כֿשּךּ צּ

︣Ḯ

︢ קּ ךּ קּ

קּ ︣
ךּ קּ

קּ צּ כֿ בֿ ḭ ṇ
נּ כֿ צּ ︣Ḯ ḭֿכ ︣

צּ ︣Ḯ

ḱ ︡ ḭ ṇ אלצּ
￼ḭ ṇ צּ ︣Ḯֿכ ︡ לּ ︣ ḭ

ṇ קּ לּךּ צּ ︡
קּ ︣Ḯ

פּ ︣ כֿ וֹ ḭשּ ṇ
ךּ צּ ḭ שּ שּ

צּ קּךּ ︣Ḯ

44



Ễ

DX

ṡ ITṢ ṡ ITṢ צּ ךּ ︣Ḯṡ Ṣ שּ
ḭ בֿ ךּ ךּ נּ ךּ

ךּ ︡ Ḵפּלּ

ḱ ︡ IT ḭנּךּ
ṇ טּ שּקּ ︡ Ḯ ḭ
נּ וֹ טּ Ḯ

ṇ ḭ צּ ︡ ︣Ḯ ḭ
וֹףּ נּ כֿ ︣Ḯ ︣
ḭ ךּ ︣Ḯ

IT IT

ḱ
︡ IT אל IT

IT ︣
Ḯ

בֿ כֿ צּ Ḯךּ
︣
Ḯ

ḱ צּ Ḯ

DX
בֿ שּךּ

︡ כֿשּךּ ︡ ︣Ḯ
︡ḭ ṇ ṇ

︡ קּךּ ︣Ḯ

בֿ שּךּ
DX ︡ ︣Ḯ
ḭ ︣

ḭ
︣Ḯ
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Ễ

DX

DX ḭṡ ךּ︡ ︡ ṇ ︣ ḮṢ
ṡ ṇ ṇ ḭ ︣ ḮṢ כֿלּךּ
צּ ︣Ḯ ḭ ṇ ḱ ṇ
︣ טּצּ ︣Ḯ

( )
︣

ṇ ḱ ṇ ︣

DX

︣
ṇ ḱ ṇ
︣

צּ ︣
כֿ

︡ ︣Ḯ

Å

Å ︣
Å ḭ ︣
Å
Å צּ ︡

︣

ףּ
טּצּ

︣Ḯ

ṇ ︣
︣Ḯ

Å

Å ṇ
Å ṇ
וֹ ( )

ṇ ךּףּ
︣Ḯ

︡ḭּף
ṇ ︡ שּךּ וֹ
ḭשּ ḱ ṇ
נּ שּךּ טּצּ ︣Ḯ

46



Ễ

ṡCybersecurity for AllṢ
Ṍ אל ךּ ṇ Ṍ

ṇ ḱ וֹ Ḯ ︡
ṇ ︡ḭ ︡ ךּ ︣Ḯ ḭ 3 9 28

ṇ ṇּפ אל ṡ ṇ Ṣ
פֿ ︡ ︣Ḯ

שּ :ṡ ṇ ṇ Ṣ

טּ ṇ
ệ ӊ

ẑ ḭ ḭ ḭ ḭ

ṇ שּ : ṇ

ṡCybersecurity for AllṢ
Ṍ אל ךּ ṇ Ṍ

ṡ ḭ פּ ṇ Ṣ

Ḳ ṇ ṇ
ṡ ṇ Ṣ

https://www.nisc.go.jp/pdf/policy/kihon -s/cs -senryaku2021.pdf
ṡ ṇ Ṣ

https://www.nisc.go.jp/pdf/policy/kihon -s/cs -senryaku2021 -gaiyou.pdf

ḱ /
ṇ ḭ

אל︡ ︣ SDGs
ḱ
וֹ

קּ

Å ṇ ḭ טּ
צּ ︡

Å ṇḱ נּ
ḱ

Å

טּצּ

ḭ ḭ

ṇ ṇ
ṇ

ḱ צּ ︣
ṇ ︡ ḱ

פּ

47
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Ễ

ṇ
Ṍ Ṍלּ

ṇ ṇ

DX ךּ כֿ ṇ ︡ Ḵפּ︣

︡ ḱלּ שּ פּ ḱךּ ︣ ךּ
ḭּך ךּ פֿ טּצּ ךּ ︣Ḯ ￼ DX

ṇ קּ ︡ ︡ Ḯלּ

Digital Transformation ṕ ṇ ṇ Ṗ ḭṣDXṤ אל ︣Ḯ
ṇ טּ ḭṡ DX Ḵ ךּ וֹךּ

ךּ ḴṢפּ︣ ךּ DX ︣Ḯ
ṇ ṇ ḭ ḱ לּךּ ךּ

קּ ︣ḮTransformation ṡ ḱ Ṣ לּךּ טּצּ ︣Ḯ
ḭ Transformation צּ X ︡ Ḯלּ Digital Transformation ṕ

ṇ ṇ ṖḭṡDT ḴṢ ךּ ךּ ︡ Ḵפּלּ
Transformation Trans ṡ ︣ Ṣ לּךּ טּצּ ︣Ḯֿכ Trans 1
טּ ︣ ṣXṤ צּ ךּ ︣Ḯ ḭ Digital Transformation DX ךּ
︣Ḯ

48



Ễ

DX כֿ

DX ︡ שּךּ ḭ פּ ךּ פּ פּ ךּ לּךּ שּ
קּ ︣ḮDX כֿ כֿ פּ קּךּ ︡ Ḯלּ
DX צּ ךּ לּ ︡ḭDX לּ ךּ פּ
נּ כֿ צּ ︣Ḯ

DXצּ ךּףּ ṇ ṇ ︡ḭṡ DX Ṣפּ
טּצּ ︣Ḯ ︡ ḭ ︡ כֿשּךּ צּ ︣Ḯ

וֹ ḭשּ DX ︡ ︡ כֿשּךּ צּ
︣Ḯ ḭ ṇ ︡ צּ︡ ︣Ḯ

︣ ḭ ︣ כֿ צּ
︣Ḯ ︡ צּ ḭ כֿךּ צּ קּ

︣ כֿ צּ ︣Ḯ

49



Ễ

ṇ ṇ

DX ︡בֿ ︡ לּ לּךּ שּ כֿ צּ ︣Ḯאל ḭDX
קּ ︡ ︡ לּ ṇ טּשּ Ḯ ḭ לּ פּ לּךּ ḱḱḱ

ḱ ︡ IT צּ קּ ךּ
ḱ IT ּק￼ḭ קּ ︡ לּ
ḱ ︡ פּ צּ ︣

כֿ לּ ︡ לּ ḭDXּצ Ḯ ︡ḭ ︡ ︣Ḯ
DX ךּ ךּ ︡ ךּ כֿ ḭ צּ DX

︡ḭDX ḱ ︡ וֹ ךּ
צּ בֿ ︣Ḯ

DX ︡ שּךּ ḭ ṇ ṇ צּ ︣Ḯ צּ
ḭ נּ שּךּ טּצּ ︣Ḯ

אל ṇ ḭ ṇ ḭ
לּ ṕ ḭ ḭ Ṗ כֿ︣ ︣

ḭפּ ḭ לּ ︣ פּקּ ךּ צּ
קּ ךּ Ḯפּ

DX ḭ

1ḭ ḱ

DX ︣ ḭ ḭ ḱ ḭ ḱ
צּ ḭ כֿצּ ךּ
ךּ Ḯפּ

2ḭ

וֹ ḭ צּ ︡ ḭ ṇ
︡ ︣ ךּ ḭ ךּ︡ ︡ḭּפ
קּ נּ ךּ Ḯפּ

3ḭDX 

DX ︡ ךּ פּ
שּ נּ ︡ ︡ ךּ Ḯפּ

ḭ ṇ רּ︣ ︡ ךּ Ḯפּךּ
￼ḭDX ּצ קּ כֿךּ ḭ ︣ ṇ פּ אל

︡ ךּ Ḯפּ

4ḭ טּ

ḭצּ ṇ ṇ ṇ ︣
ךּ Ḯפּ

5ḭDX ︣ קּ Ḳ ṇ ṇ

Ḳ
ṇ ṇ ︣ ṕDX Ṗver1.0

https://www.meti.go.jp/policy/it_policy/dx/dx_guideline.pdf
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Ễ

DX
︡

קּךּ DX ךּ ḭ צּ ︣Ḯ ︡ לּ
כֿ צּ ︣Ḯ ḭ לּךּ ︣Ḯ

ṡ ︣ Ṣ ךּףּ ḭ¬ ךּ︡ שּ ḭ
טּ ךּ ḭ אל ︣ ḭ

︣ Ṋאל כֿ º ︡ ךּ ︣Ḯ

לּךּ ḭ לּךּ ךּ כֿ טּצּ ךּ
ךּ ︡ Ḵפּלּ ︡ ḭ ṣ ḱקּ ḱ Ṥשּ

לּךּ ךּףּ ḭ כֿ צּ ךּ ︣Ḯ ︡ לּךּ
ךּףּ ḭ כֿשּךּ ︣Ḯ
︡פּ︡ צּ ḭ לּךּ נּ ךּ ︡ ךּ
︡ Ḵפּלּ ḭ אל ︣ קּ צּ

︣ כֿ ︣Ḯ
קּ צּ ︣ ḭ ḭ

קּ ḭ צּ קּ ︣Ḯּך￼ ︡ ḭ
︡ ︣Ḯ

ṕ Ṗ ḭṡ2030 10 ︣ Ṣ לּךּ
צּ אל ḭṡ 4 ḭ 8000 צּ ︣ 9700
צּ Ṣ אל ךּ ︣Ḯ ḭ ︣ ︡ ḭ

לּ ︡ ︣ ḭ ︡ ךּ ︣Ḯ

DX אל ṇ ḱ ṕ אל ךּ ṇ ︣ Ṗ

וֹףּ ṇ

ṇ ḱ ︣

ṇ לּ

ṇ ︣

AI

ṇ ḱ

ṇ

ṇ

ṇ ḱ ṕ ṇ ︣ ︣ Ṗ

ḱ ṇ ḱ ṇ

Ḳ
ṡDX ṇ Ṣ

https://www.meti.go.jp/policy/it_policy/jinzai/skill_standard/DX_Literacy_standard_ver1.pdf
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Ễ

DX
︡

︡ ḭṡ Ṣּטּצ ︣Ḯ ṇ DX
ḭ ṇ קּ ךּ ︣Ḯ

צּ טּ ︡ ךּ ︣Ḯ
ךּ ṇ ︣ טּצּ ︣Ḯ

︡ לּךּ וֹ ḭ כֿלּךּ צּ ךּ פּ ךּ ︡ Ḵפּלּ
ḭ ךּ︡ נּ לּ כֿלּךּ כֿךּ︡ ︡ ךּ טּ

כֿ ︡ Ḯלּ טּ ḭ ṇ ︡ ךּ ︣Ḯ
פּ ḭṡ פֿ DX Ṣẑ1 ︡ ḭ צּ פּ

ḭ קּ וֹפּ ḭלּ ḭ ḭ כֿ קּ
︡ ךּ ︣Ḯ

ḭ ṇ נּ קּ ︡ Ḯֿכ ḭ כֿשּ
כֿ ︣Ḯ ךּ︡ ḭ פּ פּ כֿשּ ךּ︡ לּךּ ךּ פּ ︡
Ḯּ︡︡פḭּנּט ︣ כֿ ḭ וֹ ḭ כֿ

קּ כֿ ︣Ḯ ︡ קּךּ ︡ Ḯלּ

ṡ פֿ DX Ṣẑ1 https://www.meti.go.jp/policy/it_policy/jinzai/sugomori/index.html

IT כֿךּ ︣ ḱ ṕỚỌḱ ṕ ṖṖ
26.5%ḭ 17.4% ḭ טּצּ ḱ ︡ ךּ ︡ Ḯ

︡פּ︡ צּ ḭ אל ךּ ḱ 34.3%ḭ 41.3% ךּ ︡
ךּ ︣Ḯ ḭIT כֿךּ ︣ ḱ צּ אל ךּ ḱ

ḭשּ צּ כֿךּ נּצּפּלּצּ ︣Ḯ אל ךּ לּךּ ︡ ḭ
קּ ︡ כֿשּךּ ︡ ︣Ḯ

Ḳ
ṡ ễ ṡ ṢṢ

https://www.mhlw.go.jp/toukei/list/dl/104 -03b.pdf
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Ễ

￼ ḵ

DX ḭṡ Ṣּטּצ ︣Ḯּקּך DX לּ
︡ ḭ ḱ צּ ךּ פּ DXפּ קּךּ Ḯ

פּ ךּ ḭ ￼נּ ︣ שּ פּ ךּ כֿלּךּ פּ
Ḯ

STEP

1 Ḵ

Ḳ

2ḭ ︣ כֿ Ḵפּ

Ḳ

3 Ḵ

Ḳ

4 IT Ḵ

IT

Ḳ VPN

5ḭ ḱ ṇ צּ Ḵפּךּ

Ḳ VPN
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Ễ

ךּ
וֹ קּ

שּךּ כֿלּךּ ḭ פּ כֿ
צּ ︣Ḯ ḭ צּ ︣Ḯ ḭ טּצּ פּ

ךּ כֿלּךּ ךּ לּ ︡ ︡ Ḯלּ

אל ךּ

︡
︡ḭ ḭקּ פּכֿ

קּ לּ ︣

2
ṇ ṇ

W

אל ךּ

ṇ ṇ ḭ

PC IDḱ ṇ
ṇ

MDM ṇ

FreeWi-Fi
VPN

ṇ
קּ

כֿ בֿ ︣Ḯ ḭ
︣Ḯ צּ ︣ ḭֿכ וֹ ︣ כֿלּךּ טּ Ḯ

לּ ︣Ḯ ḭ ṇ ︣
ךּ ךּ ︣Ḯּ︡︡פ צּ ḭ ︣

︣ ︡ טּ ךּ וֹ טּ Ḯ פּ ךּ
צּ ךּ כֿלּךּ טּ Ḯ טּ

︡צּ פּ ︡ḭ ︣ כֿ צּ טּ קּ
ךּ ︡ Ḵפּלּ ḭ צּ פּ לּךּ
ךּ ︣Ḯ
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ךּ
וֹ קּ

BOX
ṇ

ṇ ︣ ṕ ṇ Ṋ Ṗ Ḵפּ
Ḳ24 365 ṕ Ṋ Ṗשּ

︣ ṕ Ṋ Ṗ טּ Ḵפּ

Ḳ30 ṇ Ṋ ṇ ṇ

ṇ קּ ṕṕ ṇ Ṩ Ṗė ṇ Ṗ Ḵפּךּ

Ḳ99.9% ṕ Ṗ99% ṕ Ṗ

Ṋ ṇ טּ Ḵפּ

Ḳ ṇ ṇ ︡ ךּ ṇ נּ

צּ טּ Ḵפּ

Ḳ ṇ צּ ṇ ṇ

אל ṇ אל ךּ Ḵפּ

ḲCSV ּט ךּ Excel 

ṇ Ṋ Ṋ טּ Ḵפּ

Ḳ 2 ṇ

פּ ṕ ė Ṗ Ḵפּ

Ḳ1 ṕ Ṗ12 ṕ Ṗ

ṕ Ṋ ḱ Ṗ שּ טּ Ḵפּ

Ḳ1 4 ṇ Ṋ ṇ Ṋ ṇ

ṕ Ṋ Ṋ Ṗ טּ Ḵפּ

Ḳ אל ṇ Ṋ ︡ḭ ṇ ṇ

אל ︣ Ḵפּ

Ḳ15 ṕ Ṗ 2 ṕ Ṗ

Ṋ ︣ Ḵפּ

Ḳ1 ṕ Ṗ 15 ṕ Ṗ

ṇ ︣ Ṋ Ḵפּ

Ḳ ṇ ṇ

ṕ ḭ ḭ ṇ Ṗ Ḵפּ

Ḳ ṕ Ṗ Ṋ ︢

ṕ Ṗ Ḵפּ

Ḳ4

ṕ Ṗּצ Ṋ Ṋ טּ Ḵפּ

Ḳ צּ

SaaS ṕAPIḭ Ṗ טּ Ḵפּ

ḲAPIṕ פּ ︣ Ṗקּ

צּ ︡ ṇ ṇ ṇ Ḵפּ

Ḳ50 ṇ ṇṕ Ṗ

BOX
ṇ

︣ Ḵפּ
Ḳ24 365 ṕ Ṗ

︣ Ḵפּ
Ḳ Ḳ ṕ ḱ ḱ Ṗḭשּ ṇ Ḳ24 365 

BOX
ṇ

ṕ ḭ Ṗḭ ṇ Ṋ ḭ ṇ ḭ טּ ṇ
Ḵפּ

Ḳ Ḯ ṇ ṇ ṇ Ḯ Ḯ Ṋ

ṇ ︡ ︣ Ḵפּ
Ḳ5 ṕ Ṗ3 ṕ Ṗ

ṇ ḭ ṇ Ṋ ḭ Ṋ ḭּף ṇ ḭ
טּ ṇ טּ Ḵפּ
Ḳ ṇ 1 ṇ ףּ Ḯ

BOX

JIPDEC JQA ︡ ךּ ︣ ṕISMSḭ ṇ ṇ Ṗ צּ אל ךּ Ḵפּ

Ḳ ISMS ṇ ṇ ︡ ךּ

ḭ ḭ ṇ ךּ ḭ ךּ Ḵפּ

Ḳ ể ḭ ṇ ︣ ḭוֹ פּ ︡ ︢

ṇ קּ צּ אל ךּ Ḵפּ

Ḳ ṇ קּ

ṇ צּ אל ךּ Ḵפּ

Ḳ IC ṇ ︡ ףּ ḭPC ︣ טּ

אל Ḵפּ

Ḳ TLS1.2

Ḳ
ṡSaaS ֹו SLA Ṣ

https://www.meti.go.jp/policy/netsecurity/secdoc/contents/downloadfils/080121saasgl.pdf
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ṇ
Ṍ Ṍלּ

ṇ ṇ

ךּ ︡

︡ ︡ ︡ Ḯלּ טּ︡
ךּ ךּ כֿלּךּ ︡ ḭ ︡ ︡ פּךּ
נּ שּ Ḯךּאל
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DX שּךּ ḭ ṇ ṇ ךּ
ךּ ︡ צּ ︣Ḯֿכ

︣ ḭ צּ כֿשּךּ צּ ︣Ḯ

︡צּ︡ ךּ︣ ︡ḭ ︣ טּצּ ︣Ḯ
5 לּ ︣Ḯ

ḭ ḭ ḭ ḱ

ṇ ṇ

ṇ ḱ ṇ

1. ḭקּ
2.
3. ︣
4. לּ
5. ︡ ︣

5
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צּ ︣ ễקּ

ḭ ễ ︡ḭ כֿ צּ טּ ḭ
צּ ︡ ךּ ︣Ḯ

ḭ ṇ ︡ḭ
ṇ ṇ כֿ צּ

כֿ ḭ ṇ ṇ
ṇ ︣

צּ

￼ךּ ךּףּ ḭ ṇ
ḭ

ṇ צּ

IT ṇ
IT ︣ טּ ḭ ṇ צּ וֹ
ךּ ךּ ךּףּ ḭ ︡

פּ ︡ ︣Ḯ
כֿ ḭ ṇ

︡ ḭוֹ ṇ ︣
ṕCISO Ṗ ︣ ḭ

צּ ṇ ṇ ︡ כֿלּ
צּ ︣Ḯ

ṇ ṇ ṇ
צּ ṇ ︡ טּ

ḭ פּ ︡ צּ ︡ ︡ לּ
צּ ︢ ︣Ḯ

כֿ ḭ ￼ḭ ṇ
ṇ ṇ

︣ כֿ צּ ︣Ḯ

ṇ צּ ︡ ḭ ḭ
פּ ṇ צּ
קּ ךּ ḭ נּ כֿ צּ קּ
︣Ḯ
כֿ ḭ פּ ︣ קּ ṇ

ךּ כֿ פּ ︣ ṇ
כֿלּ צּ ︣Ḯ

Ḳ
ṇ Ver2.0

https://www.meti.go.jp/policy/netsecurity/downloadfiles/guide2.0.pdf

1

2

3

ṇ ṇ
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ṇ
ểỂ

ḭ ṇ ︣
ṕCISO Ṗ ︡ ểỂ ︣ קּ טּ ḭ צּ
︡ ךּ ︣Ḯ

ṇ ḭ

ṇ

ṇ ṕ ḭ
Ṗ

ṇ
︣

ṇ ︣

ṇ ︡ ︡ḭ
ṕ ṇṖ אל ︣Ḯ

ṇ לּ ḭ ṇ
ṕ Ṗ אל ︣Ḯ ḭ

︣Ḯ

ṇ ︣
ṇ אל ︣Ḯ

פּ קּ אל ḭ ṇ פּ
ṇ ︡ḭ ︣ אל ︣Ḯ
ḭ ṇ קּ ךּ

︡ ḭ אל ︣Ḯ

ṇ ︣
ṕ ḱ ḱ

︣ Ṗ ︣ אל
︣Ḯ

Ḳ
ṇ Ver2.0

https://www.meti.go.jp/policy/netsecurity/downloadfiles/guide2.0.pdf

1

2

3

4

5
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ṇ
ểỂ

ṇ וֹףּ PDCA

נּ

ṇ ṇ
ṇ

︢

︡ḭ ︡ שּךּ ḭ ṇ
PDCA ︡ אל ︣Ḯ

אל ḭ צּ ︢
ךּ אל ḭ אל ︣Ḯ

ṕCSIRT Ṗ אל ︣Ḯ
צּ אל ḭ צּ

קּ אל ︣Ḯ ḭ ךּ ḭ
אל ︣Ḯ

ḭ ︡ ךּ
︣ פּקּ ︡ḭ וֹ ḭ אל ︣Ḯ

︡ אל ︣Ḯ ḭ פּ
ךּ ḭ אל ︣Ḯ

ṇ PDCA ךּ ḭ
ḭ ṇ ṇ ṇ
אל ︣Ḯ ךּ ḭ ︣

︣ וֹ אל ︣Ḯ

ךּףּ ṇ
︡ צּ ḭלּ ṇ
︣ ︡ḭ

︣Ḯ ḭ ︡
︣ אל ︣Ḯ

6

7

8

9

10

Ḳ
ṇ Ver2.0

https://www.meti.go.jp/policy/netsecurity/downloadfiles/guide2.0.pdf
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כֿ ḭ קּ ṇ ṕ Ṗ ḭ קּ ךּ ṇ
ṕ Ṗ וֹ נּ ךּ ︡ Ḯ ṇ ṇ

︡ḭ ︡ḭ ︣ לּךּ צּ ︡ Ḯֿכ
ḭ ︣ קּ צּ קּ ṇ טּ כֿ
︡ ךּ ︣Ḯ

ḭ︡פּ︡ צּ ︡ כֿ ḭ ṇ ︣ קּ צּ
︣ ṇ שּ︡ שּ ︡ Ḯֿכ ḭ קּ ṇ צּ פּ כֿ

︣Ḯ ḭ ṇ ṇ ṇ ךּ קּ ךּ כֿ
פּ ḭ ṇ לּ קּ ṇ ךּ ךּ ךּ ךּ ︣Ḯ

ḭךּ צּ ︣Ḯ ḭ
︣ ︡ כֿךּ ︡ ḭṡ Ṣ נּ צּ טּ ︣Ḯ
ṡ Ṣ ךּ ṡ Ṣ ḭ

︡ ṇ ṡ ṇ Ṣ ︣Ḯ
קּ ṇ ḭ צּ ḭ ṇ ṇ

צּ צּ ︣Ḯ

ךּ︡ ṇ צּ לּ ḭ
טּצּ ︣Ḯ ךּ קּ ︡ ︣Ḯ

וֹ ḭשּ ︡ ︡ שּךּ
טּצּ ︣Ḯ

ḭרּ טּ ךּ לּ
כֿ ︣Ḯּ︡︡פ צּ
צּ כֿ ךּ לּךּ ︣

כֿ קּ Ḯ כֿ
︣ ṇ לּךּ
טּצּ ḭ קּ ךּ ︣Ḯ

ṇ ḭ
ṇ שּ ︢ ︣Ḯ

צּ לּ ḭ ṇ

︡ צּ ︣Ḯ
אלכֿ ךּ לּ ︣ כֿ
ḭצּ︣ פּ ḭ
לּ ︡
צּפּךּ ︡ Ḵפּלּ

ḲNPO ṇ ṕJNSAṖ
ṇ ṇ 2021

https://www.jnsa.org/result/surv_mrk/2022/index.html
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DX
Ṍ Ṍ

טּ ḭ
︡ ︣ כֿ ︡ ︡ Ḯ

︡ לּ ḭ
ḭוֹ ︡ פּ ︣Ḯ
︡פּ︡ צּ ḭ
פּ טּ ︡ Ḯֿכ
ṇ ṇ ︡ Ḯ

ḭשּ ḭךּ
ךּ ︣Ḯ

פּ

ḭ ︣ לּ ︡ Ḯ צּ קּ
לּ ḭ צּ נּ ︡ כֿ ḭ ṇ צּ ךּ

︣Ḯ ḭ ṇ ︡ ḭבֿ צּ
אל ךּ לּ קּ לּ ︡ Ḯ

לּצּ ךּשּ
︡ נּ ḭ
︣Ḯ פּ לּ
ḭשּ ￼ אל ḭ
︡ שּךּ לּךּ

︡ Ḯ
︣Ḯ

צּ ︡ צּ צּ
לּ ︡ḭ ︣שּ︣ ︡
︡ Ḯ

אל שּ ḭ
︡ ךּ ︣ לּ
︣Ḯ צּ כֿלּךּ

︡ שּ ︣Ḯ
ṇ צּ ︡ ︡ Ḯ

כֿ וֹ ḭשּ לּ ︡ Ḯ
צּ פּ ḭצּ ︡ ךּ לּךּ

וֹ לּ ḭ צּ כֿ צּ ךּ ︣Ḯ
לּךּ קּ כֿשּךּ ḭ צּ ḭ

צּ לּךּ אל DX נּךּ ︣Ḯ
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DX
Ṍ ṇ Ṍ

ṇ ︡

טּ ḭ
ṇ ︡ ︡ Ḯ

ṇ טּצּ ḭּף
ṇ ︡ Ḯ
ךּ וֹ ḭ ṇ ︡ ︣

︣ כֿ כֿ ︡ Ḯֿכ
︡ קּשּךּ וֹפּ ḭ
טּ ḭ ︡ ḭ ṇ ṇ
טּ צּ

טּ פּ ︣Ḯ

כֿ ṇ טּ כֿ צּ ︡ Ḯּף
ךּ ︣Ḯ ︡ ︣ פּ צּ ︣ לּ כֿ

טּצּ ḭ ︣Ḯ ḭ ṇ ︣
ךּ צּ ︡ Ḯ קּ ︣ ḭ
︡ ךּ ךּ ︡ Ḵפּלּ

ḭ ךּ צּ ṇ קּךּ ︡ Ḯ
לּ ḭצּ︣ ṇ בֿ כֿ ḭ צּ
ךּ ︣Ḯ

ךּ כֿ צּ
ṇ טּצּ כֿלּךּ טּשּ ︣Ḯ

￼ ṇ טּצּ כֿ כֿ צּ
ךּ ︡ Ḵפּלּ
ṇ קּ ḭּט לּ
ṇ ︡ פּשּךּ כֿלּךּ

︣Ḯֿכֿכ צּ
ṇ טּצּ ḭּקּט ︡ לּ טּ
︣Ḯ ךּצּ כֿךּ ךּ ︣

ḭשּ ︣לּ קּ פּ נּ ךּ
כֿשּ צּ ︣Ḯ ︡ ḭֿכ
נּ ṇ ︣ כֿ צּ קּ ḭ
ṇ ḭ ︣ כֿ
צּ קּךּ ︣Ḯ

ךּ לּ ︡ כֿשּךּ בֿ שּךּ כֿלּךּ
ḭ ︡ḭ ︡ כֿשּךּ צּ ︣Ḯֿלּכ

ךּ DX נּךּ ךּ ︡ Ḵפּלּ
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DX
צּ

כֿכֿ ḭ ︣צּ Ḯ
ךּ ︡ḭ ךּ ṇ לּ לּ ḭ צּ

︡ ךּ Ḯ ךּ ךּ וֹ ḭ
פּ Ḵפּלּ פּ ︡ ךּ ךּ לּ ḱḱḱ

DX ḭ ḭṡ︡ וֹ כֿךּ ṢḮ
DX ḭ נּ וֹ וֹךּ Ḯךּ

ḭ כֿלּךּ צּ ךּ ︡ḭ
נּ ךּ Ḯṡ ךּ︡ ︡ḭ ṇ
︡ ḭ ṇ ḭ ṇ ḭ

︣ ḭ ḭ ḭ ḭ ḱ ︡ḭ
︣ Ṣ נּ פּךּ ךּ וֹךּ Ḯךּ

DX ︣ ḭ︡ פּ ︡ שּ Ḯלּכֿךּ
ḱ DX ︣ ḭ כֿ Ḯלּכֿךּ

64



Ễ

Ṍ ךּ︡ ṇ ︣ Ṍ

טּ קּצּ

DX ︣Ḯ
ךּ︡ ṇ ︣ כֿ טּ
︣Ḯ אל ḭ ךּ︡ ṇ

︣ לּ ךּ Ḵפּ︣ ṇ
︣ כֿ צּ ךּ Ḵפּ
ṇ ︣ ￼ כֿ ḭ

ṡ ︡ בֿ ḴṢפּךּ נּ כֿ ︣Ḯ
קּ אל נּלּ ḭ ︡ בֿ
︡ ṇ ︡ ︡ Ḯלּ
וֹ כֿ צּ ︣Ḯ
DX with Cybersecurity לּךּ לּ ḭ
ḱ ︣ נּ כֿ

ךּ ︣Ḯ נּ ḭ
ṇ ︡ ךּ פּ לּךּ
וֹ ḭשּ ︢

ךּ ︡ ︣Ḯ

︣ ṇ צּ ṇ
︡ ךּ לּךּ ṇ שּ פּךּ ︡

Ḯ ḭ ṇ צּ ḭ
וֹ פּלּ ︣Ḯ פּ כֿ ḭ
טּ צּ פּ לּךּ ḭ
קּ כֿךּ ︣Ḯ ︡

︡ ךּ פּ ḭ ṇ
ṡּקּט Ṣ כֿלּךּ נּ ךּ וֹךּ שּ ︣Ḯ
︡פּ︡ צּ ḭṡ ︡ בֿ ḴṢפּךּ לּךּ
︡ נּ ḭ פּ קּטּפּ קּ ךּ

כֿלּךּ ︣ḮDX ḭנּ
צּ אל שּךּ טּצּ ︣Ḯ

כֿךּ︡ ḭ ︡ ︣ כֿלּךּ ︡
￼ צּ קּ ︣Ḯ כֿ DX ḭפּ פּ לּךּ
צּ נּ ︡ ךּ ︣Ḯ DXפּ וֹ ḭ

︡ צּ פּ פּךּ ךּ ︣Ḯ Ḯ
צּ ḭ צּ צּ כḭֿשּךּ DXצּ

ךּ ︣Ḯ
︡ וֹ DX נּ פּךּ ︡ ḭDXצּ ṇ

נּ פּ ︡ Ḯ DXּצ פּ DX פּ
ḭֿכ פּ צּ קּ לּ ︣Ḯ
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Ḵ
Ḵ
ṇ ṇ Ḵ

︡ ḭ כֿקּ צּ אלשּ טּ כֿ פּ קּ Ḯ ḭ
DX ︡ ḭ ︡ שּךּ טּצּ Ḯ פּ ḭ

ךּ שּ︡ פּךּ ךּ וֹךּ Ḯךּ
ḭּל Ḵפּלּ ḭ ḭ

PC ṇ פּ ḭ קּ Ḵפּלּ קּ ︣
וֹ ךּ צּ ︣ כֿ צּ ḭ אלכֿ ךּ
לּ ︣ כֿ צּ ︢ ךּ Ḵ

ḭ
שּךּ ḭ ︣ פּךּ

Ḯלּכֿךּ ￼
וֹ ḵלּכֿךּ

ḱḱḱ ︡ ṇ וֹ לּ Ḵלּ קּ
Ḵפּלּ ṇ וֹ כֿ ︡ ︡ פּףּ ךּ וֹךּ Ḯךּ
שּ ︣ ḭ טּ Ḯלּףּ
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︣
ṇ ṇ

ḭךּ צּ ︡ קּ ךּ ︣Ḯ
נּ ︡ ṇ ṇ ךּ ךּ טּצּ ḭ טּצּ ︣Ḯ

ṇ ṇ

ISMSCSF

PMS PCI
DSS

CIS
Controls

ISMS צּ
ISO/IEC 27001ṕJIS Q 27001Ṗ Ḯ

ḭ צּ Ḯ

CSF ṇ צּ
ṇ וֹ קּ ḭ ḭ

ךּ ךּ שּ צּ
ךּ Ḯ

PMS צּךּ
JISQ15001 ︢ Ḯ צּ ︡ ךּ

︣ לּ Ḯ

PCI DSS ṇ צּ ṇ Ḯ

CISControls צּ ךּ Ḯ

CPSF
ṇ צּ

צּ ḮISMSḭCSF ︡ḭ ṇ
וֹףּ צּ Ḯ

CPSF

ISMS ḭṣ ḭ ︡ ḭ
ḭ ḭ ︡ ḭ ︣ כֿ Ṥ

︡ ךּ ︣ḮISO/IEC 27001 ṕJIS Q 27001 Ṗ טּ ḭ ISMSצּ
︡ḭ ︡ḭ ︡ḭ ︣ ︣ כֿ ︡ אל ךּ ︣Ḯ

פּ אל ךּ ḭ ḭ ḭISMS צּ ṇ
ךּ ︣ḮISMS ḭ ṇ ךּ︡

ḭ צּ ךּ ︣Ḯ
ISMS טּצּ ḭ ṇ וֹ קּ צּ שּ צּ לּךּ
טּצּ ︣Ḯ לּ נּ ︡ ḭ ṇ ṇ ṇ (CSF) לּךּ צּנּ ︡
קּ ךּ ︣Ḯṡ ṇ Ver 2.0 Ṣ ḭṡ Ọ ṇ

ṇ Ṣ CSF אל ︡ Ḯ ︡ḭCSF ḭṡ לּ
︣ פּ ḭ ︣ ḮṢ אל ךּ ṇ ṇ ︡ ḭ

טּ Ḯ
ḭISMSḭCSF ︡ ṡ ṇḱ ḱ ṇ ṇ

ṕCPSF) ︡ ךּ ︣Ḯ ṇ וֹףּ ךּ ︡ḭ
︣ ṇ ṇ ︡ אל ךּ ︣Ḯ

68



ễ

3

וֹףּ ḭ קּ ṡ Ṣḱ
ṡ Ṣḱṡ Ṣ ךּףּ ︡ שּךּ ︣Ḯ

קּ ḭ טּצּ ︣Ḯ ︣ ︡ ︣Ḯ
ḭ טּ צּ אל ךּ ṡ Ṣ ṡ Ṣ קּ ︣Ḯאל
ḭṡ Ṣּצ אל ךּ ṇ ḭ ︣Ḯ

ḭ קּ טּצּ ︡ṡ Ṣḱṡ Ṣḱṡ
Ṣ ︡ שּךּ טּצּ ︣Ḯ לּ צּ︡ ḭצּ︣

וֹ כֿ צּ ︣Ḯ ḭ צּ כֿךּ︡ פּ ḭ
צּ קּ ךּ ךּ כֿ צּ ךּ לּ ︡ ︡ Ḯלּ

ṣ Ṥ ḭ ︡ טּ Ḯ

ṕConfidentiality Ṗ

ṕIntegrity Ṗ

ṕAvailability Ṗ

3

אל צּוֹ קּ לּ
︣ כֿ ︣Ḯ אל ךּ ךּ ḭ

ṇ ṇ ṇ ︣ כֿ
צּ קּ ךּ לּ ︡ ḭ ṇ ︣

כֿ קּ צּ קּ נּ כֿ קּ ךּ לּ
︡ ︡ ︣Ḯ

︣ צּ טּ ḭ טּ ︣ כֿ ︣Ḯ צּ
︠ אל ḭ אל ︡ כֿךּ ︡ ︣Ḯ

אל צּ קּ ךּ קּ לּ ︣ כֿ
︣Ḯ ḭ ︣ כֿלּךּ ḭ ︣ ṇ צּ

︣ כֿלּךּ ︡ ︣Ḯ
Ḳ

ṡ ṇ Ṣ
https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/business/business_executive_02.html

ṡṣ ễ Ḳ ṇ וֹףּ צּ Ṥ וֹ ṇ ṢṢ

https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_bunyaodan/daisanso/pdf/001_04_00.pdf
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ễ

4

וֹףּ ךּףּ ḭṡ Ṣḱṡ Ṣḱṡ Ṣ
נּ ḭṡ Ṣ ḱṡ Ṣ ḱṡ Ṣ ḱṡ Ṣ Ệלּ

ךּ ︣Ḯֿכ ỉ ︡ ︡ קּךּ ︡ Ḯלּ

4

ṕAuthenticity Ṗ

ṕReliability Ṗ

ṕAccountability Ṗ

ṕnon -repudiation Ṗ

קּ טּ ︡ ḭṡ ︣ קּ Ṣפּ
︣Ḯ ךּ צּ ︡ ︡ לּ ṇ צּ

אל ךּ צּ ︡ ︣Ḯ

צּ ︡ כֿשּ ︣Ḯ קּ טּ
צּ אל ךּ ṇ צּ ḭ ︡
פּ ךּ ḭ טּצּ ︣Ḯ ḭ צּ
ḭ צּ שּ ︡ ךּ ︣Ḯ

קּ טּ ךּ ḭּך ḱ ḱצּ פּכֿ ךּ
לּ קּ כֿ ︣Ḯֿכ ḭ
צּ ︡ צּ ︣Ḯ

קּ טּ ךּףּ ḭ ︡
ḭ ︡ ︣ כֿ צּ קּ ךּ לּ ︣ כֿ

︣Ḯּך ḭ צּ ḭפּ פּ
פּ כֿ︣ צּ ︣Ḯ

Ḳ
ṡṣ ễ Ḳ ṇ וֹףּ צּ Ṥ וֹ ṇ Ṣ Ṣ

https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_bunyaodan/daisanso/pdf/001_04_00.pdf
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קּ

ךּףּ ḭ צּ קּ טּצּ כֿ ḭ ךּ ︣Ḯ

קּ ḭ טּצּ ︣Ḯ טּצּ
ḭ פּ נּ כֿ צּ

ךּ ︣Ḯ

︡ פּ שּךּ ḭ קּ ︡ ︡ כֿשּךּ
צּ ︣Ḯ ḭ צּ כֿ טּ ṕפּ ḱ אל ךּ Ṗפּ
︣ כֿ ︣Ḯ

NO

1
( )

2
ṕ Ṗ ( )

3
ṕ Ṗ ( )ṕOffice365Ṗ

4
ṕ Ṗ ( )

5
ṕ Ṗ ( )ṕOffice365Ṗ

6
ṕ Ṗ ( )

7
ṕ Ṗ ( )ṕOffice365Ṗ

ẑ Day4 ךּ ︣Ḯ

︣ ḱ ︣ ︣

︡ IDḱ ṇ

︡ ḱOS

ṇ ṇ

ḱIP
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ễ

︣פּ

︣פּ ךּךּ ︣Ḯ צּ ḭ
︣Ḯ פּ נּ כֿ ḭ

︣ כֿ צּ ︣Ḯ

ḱ ḱ ḱ ḱ ḭ

ḱ ḱ ḱ ṇ ḭ

ךּ ḱ ḱ ḭךּ

ӊ3 ḱ ︠ ḱ ḱ קּ ḭ

ךּףּ ḭ ︣פּ ךּ ︣Ḯ

2 1 1

3 ḱ ḱ 2 2

4
ṇ SMS ḱ

3
ṇ ︡

4

5 ṇ 4
ṇ ṇ ṇ קּ

3

1 5 ךּנּ 6

8 ṇ 6 לּ 10

9
ṇ

7
לּ

ṕ Ṗ
NEW

7
ṇ ṇ פּ

8 ṇ 5

6 ṇ 9 IT לּ 7

10
ṇ ṇ

10 ךּנּ 9

Ḳ ṕIPAṖ
10 2022

https://www.ipa.go.jp/security/vuln/10threats2022.html

ṕIPAṖ
ḭ
10 

︡ ךּ ︣Ḯ צּ
פּךּ פּךּ
￼ḭ
צּ פּ ךּ

︡
ḭוֹ
︡

Ḯלּ
פּ
שּ ךּ כֿלּךּ
טּ Ḯ

︡ פּ
ḭךּ צּ ︡
ךּ לּ
︡ Ḯלּ

ẑ ḱ ךּ Day5 ךּ ︣Ḯ

Ḳ ṕIPAṖ 10 ṕ Ṗ
https://www.ipa.go.jp/security/vuln/10threats2022.html

ṡ ṇ Ṣ
https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/basic/basic_risk.html

ḭ

ẑ1Ḳ צּ לּ ︡ ṣ Ṥּבֿטּצ ︣Ḯ אל ṇ ḭ
︣ טּ ︣Ḯ
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ḭ

︡ ךּ ṇ צּ ︣Ḯ צּ
שּ ḭ ︣ טּ ︣Ḯ

ṇ ḭ ךּ ḭ ḭ

OS ṇ ḱ ḱ ḭ

ṇ ḭ ḭ

ḭ ḭ ḭ

ḭ ￼ כֿ צּ ︣Ḯ ךּףּ ḭֿכ
כֿ ךּ ︣Ḯ

ḭ צּ ṇ אל ṇ צּ ︡
ךּ ︣Ḯ ḭ ︣ ḭ לּ צּ ḭ

צּ שּ טּצּ ḭ ṇ ︣ ḭ
ṇ צּ אל קּ וֹ ḭּף ︡ כֿ צּ
וֹ ︡ ךּ ︣Ḯ

ךּ ḭ צּ ךּ אל ḭ צּ ךּ
צּ אל ︣ צּ אל ḭֿכ לּ ︣ ḭ

︣ צּ שּ ךּ ︣Ḯ

Ḳ ṕIPAṖ
IPA

https://www.ipa.go.jp/files/000051352.pdf

ẑ ḱ ךּ Day5 ךּ ︣Ḯ

Ḳ
ṡ ṇ Ṣ

https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/basic/basic_risk_11.html

︡ לּ ︡ ḭ כֿ פּ ︣Ḯ אל
ךּ OS ṇ ךּ ךּ ︡ ︣Ḯ ︡ḭ
ךּ ךּ OS טּצּ ḭ ךּ ךּ ︣Ḯ צּ
︣ ḭ צּ ︣Ḯ
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ễ

ḭ צּ ︡ ḭ לּ צּ ︡ ךּ ḭפּ
︡ ךּ פּ ︣ כֿ ḭ ḭ ︣ כֿ

צּ ︣Ḯ

ṕ ISO/IEC31000Ṗ ךּףּ ḭ
︣ אלפּ אל ךּ ︣

אלפּ ḭ ḭ
כֿ אל︣

︣ ḭ ḭ
ḭ נּ
טּצּ ךּךּ ︣Ḯ

ḭ אל ךּ כֿ
פּ ḭ ךּ︡
שּ︡ ךּ ṕּפ

Ṗךּ ︣ כֿ ךּךּ ︣Ḯ

ḵשּ︡
Å ḭ כֿ ¬ ºḭ¬ ºḭ כֿ ךּ כֿ

ḭ כֿ︣ צּ ךּ ︣Ḯ
Å ḭּט ¬ ºṕ ḮṖ ¬ כֿ

ºאל︣ ︡ אל כֿ צּ ךּ ︣Ḯ
Å ḭ ︣ אלפּ ︡

︣ כֿ טּצּ ︣Ḯ
Å ḭ צּ ṇ

וֹ ḭ ḭ נּ ︢ ︣Ḯ

ẑ ḱ ךּ Day5 ךּ ︣Ḯ

ḭṣ ︣ אלפּ Ṥ אל ךּ ḭצּ︣ וֹףּ
צּ ḭ שּ︡ ךּ ︣ כֿ ︣Ḯ וֹ ︡

לּ ḭ צּ ︣ טּצּ ︣Ḯ
ḭ︡פּ︡ צּ ךּ לּ ︡ לּ ḭֿכ ḭשּ
︡ ךּ ￼ ︣ ︣Ḯֿכ ḭṣ ︡ ךּ ṕ Ṗ ︡
Ṥ ︣ קּ ︣Ḯ

צּ ︡ קּ לּ כֿ צּ פּךּ נּ כֿשּףּ
ḭ צּ ︡ ￼ צּ קּ ︣Ḯ ךּ︡ ḭ ︡

︡ וֹףּ ךּ פּ כֿלּךּ ︣Ḯ
צּ כֿ נּ טּ Ḯ צּ לּ לּ ḭ נּ

ךּ ︣Ḯ ￼ ḭ קּ ︡ḭ ︡ḭ ︡ ךּ
קּ ︡ Ḯלּ
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ễ

נּ

וֹףּ ︡ קּךּ ︣Ḯ ￼ ḭ ךּףּ
טּצּ פּ קּ לּ ︡ קּךּ ︡ Ḯלּ

Ṭ ú ú ú

צּ ךּ ḭ
︣פּ
︡ ךּ ṇ
אל

Ḳ
Ḳ
Ḳ
Ḳ

︣

︡ ︡ שּךּ טּצּ ︣Ḯ אל
ḭ צּ ḱךּ ךּ ︡ḭ ךּ פּ ︡ כֿשּךּ צּ ︣Ḯ

ẑ ḱ ךּ DayệḱDay6 ךּ ︣Ḯ

ḭ ︡ ḭ
︡ טּ ︣Ḯ

ḭ קּ ︣Ḯ

Ḳ ︣ לּ קּ
Ḳ ︣ לּ קּ
Ḳ ︣ לּ

Ḳ ︣ כֿ צּ אל
Ḳ Ṅḭ ︣ כֿ צּ אל
Ḳ קּ ךּ

ḭ ︣ וֹ כֿ ḭ
פּ וֹךּ ךּ פּ ︣ כֿ צּ קּ ︣Ḯ צּ ḭשּקּ
צּ ךּ ︡ טּצּ ︣Ḯ וֹ ḭךּ

צּ ךּ פּ ︡ קּךּ ︡ Ḯלּ
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ễ

צּ ︡ ḭ ︡ נּ שּ וֹךּ Ḯ
Ệשּקּ וֹ ︣Ḯ

צּ ︡ קּ ḭּט ךּ צּ
︢￼ḭ ︡ ︣Ḯ

נּ ḭ נּ
︡ ḭ אל ︡שּ ︣Ḯ
נּ ḭ טּ

︡ וֹ ךּ ḭצּ
ךּנּ וֹ ḭ תּ︣ ︣ ḭ ṇ

︣ ṇ ︡
ךּ ḭצּ ︡ ךּ לּ ṇ

︡ḭ ṇ
￼ḭUSB ḭ HDDוֹ

︣ ḭ טּצּ ︣Ḯ

קּ ︡ךּ
︣ כֿ ḭ ︡ḭ צּ קּ בֿ
︣Ḯ

ךּ ḭּט ךּ צּ
טּ ṇ ︣ כֿ בֿ ︣Ḯ
נּ ḭ ︣ ṇ

︡ḭ ךּ
ṇ ︣ ḭ ṇ

︡ ךּ ︡
ṇ ︣ ḭ ḭךּנּ

לּ ︡ צּ
︡ ︣ ḭ טּצּ

︣Ḯ

Ḳ ṕIPAṖ
3

https://www.ipa.go.jp/files/000055520.pdf

ךּףּ ךּ שּ ︣Ḯ שּ
︣ ︣Ḯ ︡ ḭ ︡

לּ פּ נּ כֿ צּ ︣Ḯ
ḭ ︣ כֿ קּ Ḯ ḭ ︡ ︣
טּצּ ︣Ḯ

טּצּ
ךּ

︡ לּ

וֹ
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ḱ ḱ

נּ כֿ קּ ḭצּ צּ פּ ︣
כֿ קּ ︣Ḯ ḭךּ ︡ ךּ כֿלּךּ
︣Ḯ

Ṭ ú ú ú

ḱ ḱ

ḭ ḭ צּ שּ ḭ צּ וֹ נּ Ḯ
ḭ צּ שּ ḭ צּ וֹ נּ Ḯֿכ
ךּףּ ︡ כֿשּךּ צּ ︣Ḯ

תּ︣ ךּ טּצּ ḭ ︣ ḭ
︣ כֿ Ḯךּ︡ ︡ḭ

Ḯ

︣שּ כֿ ḭשּ︡ ︣
טּצּ Ḯ

︣ ḭ ︣שּ כֿ צּ
קּ Ḯֿכ ︣שּ צּ Ḯ
︡ḭ צּ ḭ אל ṇ טּצּ
ḭ צּ︡ טּ Ḯ

צּ כֿ Ḯ פּ וֹ ḭשּ
︣ טּצּ Ḯ
כֿ︣ טּ Ḯ

ḭךּ כֿ
אל ךּ
gveҿלּ
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ễ

ṇ
Ṍ Ṍלּ

ṇ ṇ

ךּ נּ ︡ Ḯלּ
︡ ḭ ︡ ḭ ︡ ḭ ︡

לּ טּצּ פּ ךּ ︡כֿ ךּ ︡ Ḯלּ

︡

︡

︡

︡
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ṇ ṇ ṇ

︣ ḭ ṇ ṇ ︣ ︣Ḯ
NISTṕ Ṗ ṇ ṇ ṇ

(CSF) ︡ ︣Ḯ ￼ḭ ṇ
︡ קּ ṇ ṇ ︣Ḯ ḭףּ ṇ ṇ ḭṡ ṇ

Ver 2.0 Ọ ṇ
ṇ Ṣ ךּףּ צּ אל ךּ ︣Ḯ

ṇ ṇ ︣ 3

ṇ ṇ

︣ ḭ ︡ ךּ
︡ḭ ṇ ︣

︣Ḯṡ ( )ṕIdentify ṖṢḭṡ ṕProtectṖḭ
ṡ ṕDetectṖṢḭṡ ṕRespondṖṢḭṡ
ṕRecoverṖṢ 5לּךּ ḭ23 ṇ
אל ךּ ︣Ḯ

ṇ ṇ ṇ

ṇ ︣ ︣ ︣Ḯṡ 1ṕ
טּ ṖṢּפ ḭṡ 4ṕ ︡ ךּ ṖṢ 4 פּ ףּ ḭ צּ פּ ךּ
פּ ︡ ︣Ḯ

ṇ ṇ
ṇ ṕAs-ISṖ ḭּט קּ ṕTo-BeṖ ︣ כֿ

ḭ ṇ ︣ ︣ ︣ ︣Ḯ
טּ קּ טּצּךּ ︣Ḯ︡ פּ נּ שּךּ ︣Ḯ

Ḳ ḱ ךּ ṇ
ṇḲ ṇ ︡ קּ

ẑ ḭ ṇ ṇ ṇ וֹ ḭשּ
ṇ ṇ צּ ︡ ︣Ḯ ḭISMS ṇ ṇ
ṇ ︡ קּ צּ פּ ḭצּ︣ CSF ︡ צּ ︡ טּ

︣Ḯ ︡ ךּ נּ שּ Ḯךּאל

ḲNational Institute of Standards and Technology
ṡFramework for Improving Critical Infrastructure Cybersecurityv1.1Ṣ

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

טּ :1 אל ךּ

2: ︡ ךּ
טּ ḭצּ ︣

ךּ ךּ

3: ︡ טּ
︡ צּ ︡ ףּ ḭ

ךּ

4: ︡ ךּ
ךּףּ ḱ ḱ ṇ

צּ ︡ ךּ
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ṇ ṇ ṇ

ṇ ṇ ṇ (CSF) 5 ḭ23 ṇ
אל ︣Ḯ ￼ ḭ 5 ︡ צּ קּ

לּ ︡ Ḯלּ

ḭ ḭ ḭ ṇ ḭ ︣ ṇ
︣Ḯ

שּ ḭ נּ ḭ ︣ ṇ
︣ כֿ ḭ צּ קּ ḭ

וֹ כֿלּ ︡ ︣Ḯ

ṇ ︣ ︡ḭ
︡ ︣Ḯ קּ ḭ ︣ טּ
צּ ︣ ︣ כֿ ︣Ḯ
נּ צּ טּ ḭ רּ ︣Ḯ

︣ ︡ ︡ḭ
︡ ︣Ḯ ṇ ︡ ︣Ḯ

אל ︣
︡ḭ ︡ ︣Ḯ ︣ טּ צּ
︣ ︢ כֿ ︡ ︣Ḯ

︣ ḱ ︡ḭ
אל טּ ṇ ︣
︡ḭ ︡ ︣Ḯ צּ ︣

︣ ḭ ṇ ︣ ︡
︣Ḯ

( ) Ḳ

Ḳ

Ḳ

Ḳ

Ḳ ︣ ︣

צּ ṇ ︣

ṇ ︡ ṇ ︣

︣ שּ

︣ ︣

NIST ḭNational Institute of Standards and Technology ṡ
Ṣ לּךּ ︣ḮNIST ︣ שּ ︡

ךּ ︣Ḯ ḭNIST SP800 -171 לּךּ טּצּ ︣ḮṡNIST 
SP800-171Ṣ לּךּ ḭ צּ ḭ14

וֹ ךּ ︣Ḯֿכ ךּ ḭ אל
ךּ כֿלּךּ ︣Ḯֿכ ḭ לּ ḭ NIST 

SP800-171 ︣ טּצּ ︣Ḯ
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ễ

צּ ︡

ḭṡ Ṣṡ Ṣ ךּ ḭ
ḭ וֹףּ ︡

נּ ḭṕֿכ צּ טּ ︣Ṗ ︡ ︣Ḯ
ḭ

︣ כֿ טּ ︣Ḯּ︡︡פḭ ︡ ︡ ḭ
100% כֿ︣שּ קּ Ḯ︡ צּ ḭ צּ ︡

ḭ ḭ ḭ ḭנּ ḱ
︣Ḯ

Ḳ ṇ ṕJNSAṖ WG
ṇ

https://www.jnsa.org/result/incidentdamage/data/incidentdamage_20210910.pdf

ṇ

Ṋ
ḱ וֹ ︣Ḯ

ḭ צּ כֿ ךּ נּ כֿ ḭשּ ṕ ︣
︣ Ṗḭ ṕ ︣ ︣ Ṗ

︡ צּ ךּ ︣Ḯ ḭ ṇ
︡ כֿשּףּ צּ ︣Ḯ

ḱ

ṇ ṕ Ṗוֹ
וֹ ḭ ︣ קּ פּ ︡ ︣Ḯ

LAN פּ
PC

︡
אל

( )
ṇ ︣ קּ ךּ ︡ קּךּ ︣Ḯ
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D
a

y
3

צּ ︡

Ḳ JPCERT ṇ ṇ ṇ
ṡ Ṣ

https://www.jpcert.or.jp/csirt_material/files/manual_ver1.0_20211130.pdf

אלכֿ ךּ לּ ︣ כֿ ︣Ḯּ︡︡פ צּ ḭ
צּ כֿ ︣ כֿ קּ Ḯ ḭ

צּ ︡ נּ ︡ כֿשּףּ צּ ︣Ḯ

צּ
צּ כֿ פּ ḭ

וֹ
פּפּצּ ︣Ḯ

תּ︣ קּ לּ
︡ כֿשּףּ ḭ פֿ

︢ לּ ךּ ︣Ḯ
טּצּ לּ ḭ
לּךּ ṇ

וֹ נּ ךּ ︣Ḯ ṇ
וֹ Ḵפּ

Ṋ
ḭ ḭּף ︡ ︣

ḱ
ḭ ךּ ︣Ḯ

︡ ︣Ḯ
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ễ

ḭ לּ ךּףּ טּצּ
︣Ḯ︣ ḭ ḭ ḭ ḭ 4 Ṅ ךּףּ ḭ אל וֹ

Ḯ לּצּ שּ ︡ כֿ ḭ
צּ ︣ נּךּ ︣Ḯ

צּ קּ לּ ḭ לּ קּ ︣Ḯ

ḱ ḭ
ḱ

ḱ ( )
ḱ
ḱ

צּ אלכֿ ךּ לּ ḭ ṇ
︣ ︣Ḯ

ḱ ṇ אל
ḱ נּ ṇ

ḱ ḭלּ ṇ
ḱ ṇ ḭ

︡ ךּ קּ לּ ︡ ḭ
︣ כֿ ︣Ḯ ṕIPAṖ ḭ

ḭ ṇ ︡ ךּ ︣Ḯ ︡ שּךּ וֹ
צּ קּ ḭ ︡ ︡ Ḯלּ

ệ קּ ḵ
https://security -shien.ipa.go.jp/diagnosis/selfcheck/index.html

ṇ
https://security -shien.ipa.go.jp/diagnosis/benchmark/index.html?bm_id=1

ṇ ṇ
https://security -shien.ipa.go.jp/diagnosis/benchmark/index.html?bm_id=2
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ễ

ṇ ṇ ḭPC ḭ אל ךּ ṇ ︣Ḯ

ḱPC
ḱ ṇ

ḱ ḭ ṇ

USBḭ פּ תּ ︣Ḯ

ḱUSB ︡
ḱ ︡ ︣
ḱ

ḱ
ḱ ṕ ḭ Ṗ

ẑ ךּ Day7.8 ךּ ︣Ḯ

ḭ ḭ ḭ 4 ṇ אל ךּ ︣Ḯ
ṣ ṇ ṕ ṖṤ

ṕhttps://www.ppc.go.jp/files/pdf/my_number_introduction_jigyosha.pdf Ṗ
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ễ

︣ ễ

נּ Need-To-Knowṕ ṖḭLeast Privilegeṕ
ṖḭSeparation of Dutiesṕ Ṗ ḭ3לּךּ טּצּ ︣Ḯ ךּףּ

︣ ḭ ︡ ךּ ḭפּ ︣ קּ פּ
נּ כֿ צּ ךּ ︣Ḯ DX ךּףּ ṇ ︡ שּךּ לּךּ
נּ טּ ︣Ḯ צּ ︣Ḯ

Need-To-Knowṕ Ṗ
︣ פּ ḭ ︣ כֿ ︣Ḯ

צּ ךּ כֿלּךּ ḭ צּ וֹ כֿלּךּ ︣Ḯ
צּ ךּ ︡ ︡ לּ ḭ ךּנּ

︡ כֿלּ ︣Ḯ

Least Privilegeṕ Ṗ

︢ וֹ נּ לּ ︣ כֿ ︣Ḯ

︢ ︣ ḭ ︣Ḯ צּ
︡ ḭצּ︣ צּ ︡ ︣Ḯ לּ ḭ

︣ כֿ ḭ כֿ ︣Ḯ

Separation of Dutiesṕ Ṗ

︡ḭ ךּ כֿתּ
︡ ךּ ︣Ḯ

︣ וֹ כֿ ︣ צּ
︣Ḯ

Ẇ
ú

Ẇ
Ẇ
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ễ

Ṍ פּ Ṍ

טּ ḭ
︡ ךּ ︡ Ḯṡ ︡ ךּ לּ

Ṣḭṡ ︡ ךּ לּ
Ṣ כֿלּךּ ︡ḭ

ךּ ︡ Ḯ
טּ ךּ לּ ︣ כֿ

︣Ḯּ︡︡פḭ ︡ ךּ
︣Ḯ ḭ צּ ךּ פּךּ לּךּ

ḭ ︡ ךּ ךּ כֿלּךּ ︡
Ḯ לּךּ פּ ḭṡ ︣Ṣ לּךּ
כֿ ︡ ︡ לּ ḭ
צּ פּ שּ ︡ ךּ ︣Ḯ

︡

כֿ ḭṡ ︡ ךּ לּ Ṣḭṡ ︡ ךּ לּ
Ṣ לּךּ פּנּ ḭṡ אל Ṣḭṡךּ Ṣךּ ךּ
לּ לּ נּ ︡ Ḯ ︡ ︡ ḭ צּ ︡ וֹ ףּ
︢ צּ לּטּ שּ שּ ︣Ḯ ḭ צּ וֹ ḭ

קּ Ḯ

כֿ ︣ ḭ
︣ טּצּ ︡ Ḯ נּ

︡ḭṡ ךּ
ṇ צּ Ṣḭṡפּךּ

ךּ Ṣפּ ︣ כֿ ︡
︡ Ḯ ṇ צּ ︣ ṇ
צּ צּ ḭ ︣ כֿ צּ ḭקּ צּ שּ

︡ Ḯ
ḭ ︡ פּ ︡

︡ Ḯ וֹ ךּ לּ ︣ כֿ
︡ Ḯṡ אל Ṣḭṡךּ

Ṣךּ לּךּ ḭ
טּצּ ︣ לּ

︡ ךּ ︣Ḯ
ḭ ︣ קּ פּ ךּ

לּ צּ קּ ךּ ḭצּ כֿ
וֹ ךּ ︣Ḯ

ṡ כֿ ךּ Ṣ כֿלּ קּ Ḵפּ︣
צּ ︡ ךּ ךּ ךּ ךּ וֹ כֿלּךּ ךּ ︡ Ḵפּלּ

צּ כֿ קּ וֹ לּ ︡ כֿשּףּ ︣Ḯ

ҿךּ￼

ṇ
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ḭ ḭ ḭ
4 כֿ︣ קּ Ḯ נּ ḭ

ṇ נּ
כֿ צּ קּ ︣Ḯּ︡︡פḭ ṇ ︣
פּ ︡ ךּ לּ ︣ ḭ
כֿלּךּ קּ ︣Ḯ

טּ ḭ
ךּ ︡ Ḯ

︣ צּ פּ ךּ ךּ צּ
טּ ︣Ḯּ︡︡פ צּ ḭ ṇ

לḭּךּ פּ
שּ ︡ Ḯ

כֿ ḭ נּ קּךּ ︡ Ḯ כֿ פּפּ ︡
ḭצּ ṇ קּ ︣Ḯ ṇ ךּ צּ ךּ כֿ︣

ḭּל פּ צּ ︡ḭ ︡ ךּ כֿ ḭ וֹפּ
צּ ḭ ḭ וֹפּ צּ נּ קּ

︡ Ḯ
ḭ ḭנּ ︣

︡ ךּ ︣Ḯ

︡פּ︡ צּ ḭ צּ לּךּ וֹ
טּ Ḯ צּ שּ ḭ

אלצּ︡ ￼ḭ ︣
קּ ךּ ︡ טּצּ ךּ
לּ ︡ Ḯ צּ ךּ

כֿ ḭ צּ כֿ︣
︣Ḯ

כֿ ḭ ︡
ṇ ︡ Ḯ
צּ ︡ ךּ ︡
ḭצּ ṇ ︣ כֿ ḭשּ︡

פּפּצּ ︡ ךּ ︡ Ḯ כֿ ḭ
לּ צּ

︡ḭ
נּ לּ ︡ ︡ Ḯ ךּ︡

ךּ ḭפּ ṇ
טּצּ ︣ ︣ כֿ
ḭ ḭקּ
ךּ ︣Ḯ

Ṍ Ṍ

כֿ לּ ḭ כֿ צּ שּ כֿ טּ ︣Ḯ
︡ ︡ שּךּ ḭPDCA ︡ כֿשּךּ צּ קּךּ ︣Ḯ

︡
צּךּ ︡ ︡
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ễ

ṇ
Ṍ Ṍלּ

ṇ ṇ

פּ נּ ︡ ḵלּ

צּ כֿ ︡ קּ
צּ ︣Ḯ ︡ḭ צּ כֿ ךּ
לּ ︡ ︡ Ḯלּ
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ễ

ṇ ṇ ṇ לּ
ḭ פּ ḭ ךּ נּ ךּ כֿךּ צּ שּ

פּ Ḯ כֿ ḭפּ צּ קּ ךּ ḭ︣
קּ ךּ ךּ ︢ ךּ Ḯפּלּ ︡פּ︡ ḭ צּ ךּ

טּ פּ ︡ Ḯךּ צּ ︡ ךּ ךּ ṇ טּ פּ ︡
Ḯךּ
￼ ḭ︡ פּ ḭ קּ לּ ︡ Ḯלּכֿךּ ︡ ḭ

צּ כֿ פּ ︣ ḭשּ
תּ נּ Ḯלּכֿךּ

ḭ קּ ḱḱḱ נּ
כֿ ḭ︡ךּ נּ פּךּ ךּ וֹךּ Ḯךּ

נּ צּ ḭ Ḯלּכֿךּ
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טּ קּצּ

Ṍ ḱ ḱ Ṍ

לּךּ צּ
︡ Ḯ לּ וֹ

אל ךּ לּ ︣ כֿ ︡ ︣Ḯּ︡︡פ
צּ פּ שּ כֿ טּצּ
︣Ḯ ḭ ṇ פּ

︣ נּ ךּ ︣Ḯ ḭ
ṇ לּ כֿתּ נּךּ
︣Ḯ

ḭ קּ
שּ טּצּ ︣Ḯ ךּףּ שּ
שּ לּךּ ṇ ṇ

︡ ︣Ḯ

נּךּ צּ ︣Ḯ צּ
︡ ךּ פּ ︣ כֿ ḭ ךּ

שּ כֿשּ צּ קּ ︣Ḯ ḭ ︣
נּ קּ ךּ ︣Ḯ ︡ כֿשּףּ

ḭ ︡ ︡ ḭ קּ ךּ ︡ ףּ
שּ ךּ ︣Ḯ

ḭ פּ ︣
︡ḱ ︡ ︣Ḯ ḭ

︣ כֿ נּ צּ
טּ ︣Ḯ

נּ קּ ḭ ḭ
ḭ לּךּ ṇ ḭ

︡ ḱ ḱ
נּ צּפּךּ ︡ Ḵפּלּ

ךּ ךּ קּ ︡ Ḯ קּ ךּ צּ ךּ
שּ קּ ךּ ︡ Ḵפּלּ Dayễ ṇ

︡ ︡ Ḯ ḭ כֿשּךּ ︣Ḯ
ḭ ḭ ךּ ךּ נּ

טּצּ כֿלּךּ ︣Ḯ כֿ ︡ḭ
צּ קּ נּ כֿ כֿ ︢ ︣Ḯ לּ

ḭ ךּ ︡ḭ וֹ ︡ שּ ḵךּאל
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ṇ ṇ ṇ

(ID)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕID.AM Ṗ
ṕ Ṗ ṕ Ṗ

ṕ Ṗ
.

ṕ Ṗ

ID.AM -1:

ID.AM -2:

ID.AM -3:

ID.AM -4:

ID.AM -5:

ṕ:
Ṗ

ID.AM -6:
ṕ : Ṗ

ṕID.BE Ṗ

ID.BE -1:

ID.BE -2:

ID.BE -3:

ID.BE -4:

ID.BE -5:
ṕ Ḳ
Ṗ
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(ID)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕID.GV Ṗ
ṕ

Ṗ

ID.GV -1:

ID.GV -2:

ID.GV -3:

ID.GV -4:

ṕID.RA Ṗ
ṕ Ṗ

ID.RA -1:

ID.RA -2:

ID.RA -3:

ID.RA -4:

ID.RA -5:

ID.RA -6:

ṕID.RMṖ ṕ
Ṗ

DX

ID.RM -1:

ID.RM -2:

ID.RM -3:
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(ID)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕID.SC Ṗ

ID.SC -1:

ID.SC -2:

ID.SC -3:

ID.SC -4:

ID.SC -5:
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(PR)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

Ṋ
ṕPR.ACṖ

ṕ Ṗ

ṕ

Ṗ

ṕ
Ṗ

ṕ Ṗ

PR.AC-1:

PR.AC-2:

PR.AC-3:

PR.AC-4:

PR.AC-5: ṕ Ḳ
Ṗ

PR.AC-6:
ID ID

PR.AC-7:

ṕ Ḳ

Ṗ
ṕ Ḳ Ṗ

ṕPR.ATṖ

PR.AT-1:

PR.AT-2:

PR.AT-3:
ṕ Ḳ
Ṗ

PR.AT-4:
ṕ Ṗ

PR.AT-5:
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(PR)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕPR.DSṖ
ṕ Ṗ

ṕ Ṗ

ṕ Ṗ
ṕ Ṗ

ṕ Ṗ

ṕ Ṗ

ṕ Ṗ

ṕ Ṗ

PR.DS-1:

PR.DS-2:

PR.DS-3:

PR.DS-4:

PR.DS-5:

PR.DS-6:

PR.DS-7:

PR.DS-8:
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(PR)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕPR.IP Ṗ
ṕ

Ṗ

PR.IP-1:

/

ṕ Ḳ Ṗ

PR.IP-2:

PR.IP-3:

PR.IP-4:

PR.IP-5:

PR.IP-6:

PR.IP-7:

PR.IP-8:

PR.IP-9:

ṕ Ṗ
ṕ
Ṗ

PR.IP-10:

PR.IP-11: ṕ:
Ṗ

PR.IP-12:

ṕPR.MAṖ

PR.MA-1:

PR.MA-2:
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(PR)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕPR.PTṖ

PR.PT-1:
/

PR.PT-2:

PR.PT-3:

PR.PT-4:
ṕ Ṗ

PR.PT-5:

ṕ Ḳ
Ṗ
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(DE)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕDE.AEṖ
ṕ Ṗ ṕ Ṗ

DE.AE-1:

DE.AE-2:

DE.AE-3:

DE.AE-4:

DE.AE-5:

ṕDE.CMṖ

ṕ

Ṗ

DE.CM-1:

DE.CM-2:

DE.CM-3:

DE.CM-4:

DE.CM-5:

DE.CM-6:

DE.CM-7:

DE.CM-8:
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(DE)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕDE.DPṖ

DE.DP-1:

DE.DP-2:

DE.DP-3:

DE.DP-4:

DE.DP-5:
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(RS)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕRS.RPṖ

RS.RP-1:

ṕRS.COṖ

ṕ Ḳ Ṗ
ṕ Ṗ

RS.CO-1:

RS.CO-2:

RS.CO-3:

RS.CO-4:

RS.CO-5:

ṕRS.ANṖ

RS.AN-1:

RS.AN-2:

RS.AN-3:

RS.AN-4:

RS.AN-5:

ṕ Ḳ

Ṗ
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(RS)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕRS.MI Ṗ ṕ

Ṗ

RS.MI -1:

RS.MI -2:

RS.MI -3:

ṕRS.IM Ṗ
/

RS.IM-1:

RS.IM-2:
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(RC)

1

ṕPartialṖ

2

ṕRisk Informed Ṗ

3

ṕRepeatable Ṗ

Ệ

ṕAdaptive Ṗ

ṕRC.RPṖ

RC.RP-1:

ṕRC.IM Ṗ

RC.IM-1:

RC.IM-2:

ṕRC.COṖ
ṕ Ḳ

CSIRT Ṗ
ṕ Ṗ

RC.CO-1:

RC.CO-2:

RC.CO-3:
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טּ

שּ Ḯ טּ וֹ
Ḯךּ טּ ( ṇ ) ︣ ḭ ︡ פּ
︡ḭ נּ שּךּ טּצּ Ḯּך פּ ︡ שּ
וֹךּ ךּ ךּ וֹ ḭ ￼ ︡ Ḯלּ צּ קּ ךּ
ךּ ךּ טּצּ פּ Ḯךּ

רּ︣נּ ḭ ︢ ︡ Ḯלּ
וֹ ḭ ︡ ︡

Ḯלּכֿךּ

ḭ לּ ︣ ךּךּ Ḵפּלּ צּ ︡
ךּ נּ שּ︡ קּ ךּ ךּ ︣צּ Ḯ פֿ

פּ ︡ ḭể︡ךּ פּ︡ ךּ ךּ טּ ￼ Ḯ
פּשּ טּ שּ︡ ︡ ךּ Ḵפּלּ ︡
ךּ Ḯ ︣לּ פּ טּ Ḯ ︡ ךּ טּ
Ḯ שּ︡ ︡ḭ ︡ שּ Ḯךּ ︡ ḭ צּ
וֹ פּ לּךּ וֹ Ḵפּלּ
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Ḵפּ

ḭ טּ ︣Ḯּ︡︡פḭ טּ
︣Ḯ פּ ḭנּ ︣ כֿ

︣Ḯ

︣ ḱ ︣ ︣

︡ IDḱ ṇ

︡ ḱOS

ṇ ṇ

ḱIP

ẑDay3

ṇ ךּ ḭ צּ
פּ ךּ ḱ אל ךּ

︣Ḯ
ṇ ︣
︣Ḯ ḭֿכ

︣ ID ṇ
︣Ḯ

ṡ Ṣ ṡ Ṣṡ Ṣṡ Ṣ לּךּ צּ שּ ךּ כֿ ︣Ḯ
ḭֿכ ṡ Ṣ ṡ Ṣ נּ כֿ צּ שּ ךּ ︣Ḯ פּ︡ ךּ

ṇ ḭ צּ ︣Ḯ
ṇ ḭ צּ כֿ צּ ︡ Ḯ
ṇ ṇ ṇ ṇ ṇ ḭ צּ

שּ ךּ ︣Ḯ ṇ ṇ ḭ ḭ ︡ שּ שּ︡ ︡ ḭ
ṡ Ṣ לּךּ טּצּ ︣Ḯ︣ ṇ ︡ ךּ טּ ḭ ףּ

אל ︣Ḯ ḭ וֹ וֹ ḭṡשּ ḱ Ṣ
︡ ךּ ︣ӊ3Ḯ ︡ḭ נּ שּךּ צּ

︡ ךּ ︣Ḯ
ӊ3Ḳ

https://www.soumu.go.jp/main_content/000791752.pdf
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︣ כֿ ︣Ḯ קּ ︡ שּ︡ כֿלּ
ḭצּ︣ צּ ︡ךּנּ ︣פּ פּ ךּ לּךּ

כֿ צּ ךּ לּ ︡ ךּ וֹךּ Ḯ

טּצּ ︣Ḯ ︡ שּ לּ טּצּ
︣Ḯ צּ אל ךּ פּ ︣ צּ קּ ךּ ךּ

︣Ḯ

טּ Ḯ צּ צּ ︡ ḭ
כֿשּ קּ Ḵפּ︣

Ṇ

Ṇ

ṇ Ṇ

Ṇ

Ṇ

USBḴ Ḵ

Ṇ ṇ

Ṇ ṇ

ṇ Ṇ
ṇ ṇ

Ṇ

Ṇ

ṇ צּ ︡ כֿ
ḭ ṇ אל

ךּ צּ ︡ צּ
טּ תּ︣ קּ

Ḵ Ḵ
כֿ אל ḭפּ

לּ צּפּ ￼ḭ
וֹ ךּ צּ

טּ
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︣ ḭ ︡ ︣Ḯ
︣Ḯ וֹ ḭשּ ︡

לּ טּ ︣Ḯ

1ḭ
︣ ︡ ︣Ḯ לּ כֿ צּ ︣Ḯ

Ḳ Ḳ Ḳ Ḳ

Ḳ Ḳ Ḳ Ḳ1

ṇ קּ ︡ ḭשּ לּ ṇ
︡ ךּ פּ נּ ךּ ︣ ḭ ︡ שּ︣ ︣Ḯ ṇ
︣ Ṅ ḭצּ︣ צּ ︢ 1

︣ כֿ כֿ︣ צּ קּ ︣Ḯ

2ḭ פֿ ḱ ḱ
ḭ ḭ צּ ḭ

טּצּ ḭ ỄṌỂ ︡ ︣Ḯ

ṇ 2 2 2

0 1 1

3ḭ ︣
ḭ ḭ ḭ ￼ךּ פּ ︡ḭ ︡

︣Ḯ

ṇ 2 2 2 2

0 1 1 1

צּ ךּ ḭ פֿ ṇ וֹ ︣ ḭ ︡
︣Ḯ

צּ כֿ טּצּ ︣Ḯ ︣ ṡ
Ṣךּ ︣ ḭשּ ︡ ︡ ︡ Ḯלּ ḭṡ
Ṣ ︣ כֿ טּצּ ḭצּ︣ ︡ שּ Ḯךּאל

לּ ︣ ḭ ךּ ︡ כֿלּ צּ
︣Ḯ

107



Ệ

IPA

IPAṕ Ṗ ḭ
︣ ḭךּ ︣ṡ

Ṣ ︡ ךּ ︣Ḯ ḭ ṇ לּךּ
צּ אל ךּ ︣Ḯ

 ẑ  ẑ

2 0 0 2 2016/7/1 2 4

2 2 2 2 2016/7/1 1 2

2 2 1 2 2016/7/1 1 2

2 2 1 2 2016/7/1 2 4

1 1 1 1 2016/7/1 1 1

1 1 1 1 2016/7/1 1 1

2 2 2 2 2016/7/1 2 4

2 2 2 2 2016/7/1 2 4

ṕ Ṗ

ṇ

Ḳ ṕIPAṖ
ṇ

https://www.ipa.go.jp/files/000055520.pdf

ṇ לּךּ ḭ7 ṇ צּ ︡ ︣Ḯ
אל ךּ ḭ פּ שּ︣ קּ ︣Ḯ ḭ ṇ

לּךּ וֹ ḭשּ ḱ
︡ שּ לּךּ טּצּ ︣Ḯ

ṥ ểṦ ךּ ︡
ṡ Ṣ ḭ ︡ ךּ ךּ ︡

︡ ︣Ḯ

ṥ ỄṦ
ḭ פֿ ṕ קּ

Ṗאל ︡ ︣Ḯ ṡ Ṣṡ Ṣṡ Ṣ פּ
︡ ︣Ḯ

ṙ ễṚ
ṥ ểṦ ṥ ỄṦּצ ︣ ḭ פֿ
ṡ Ṣṡ
ṕ ṖṢṡ ḱ Ṣּצ אל ︣Ḯ

ṡ ṇ Ṣ
טּצּ ︣Ḯ
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ṇ
Ṍ Ṍלּ

ṇ ṇ

כֿ טּ Ḵפּ︣

︡ טּצּ
︡ Ḵפּלּ

ḱ

︣Ḯ

אל נּ שּ Ḯךּאל

( ) ṇ Ḳ Ḳ
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ḭ פּ ︣ צּ ︡ ︣Ḯ
︣ כֿ ︣ כֿ צּ ︣Ḯ

Ḳ

Ḳ

Ḳ

Ḳ

Ḳ

Ḳ

ḭ פּ אל ︣Ḯ

ḭ אלצּ ףּ ￼ צּ קּ
ךּ צּ נּ ︣Ḯ

צּ ךּ ︡ ךּ︣ לּ ︡ ︣Ḯ

︡ḭ ךּ︡ צּ שּ︡ נּ לּ ︣ כֿ צּ
︣Ḯ

︡ ︣Ḯ

︡ צּ ︡ḭ ḱ צּ ︣Ḯ

︡ ︣Ḯ

ḭ ṇ צּ ︣ טּצּ ︣Ḯ

צּ ךּ ︡ צּ ︡ ︣Ḯ

צּ ︣ ︣ טּצּ ︣Ḯ צּ ךּ
פּ כֿ צּ ︣Ḯ

צּ שּ ︡ ︣Ḯ

שּ︡ אל ךּ צּ ︡ ︣Ḯ

Ḳ ṇ ṕJNSAṖ
ṡ Ṣ

https://www.jnsa.org/ikusei/01/02 -02.html
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ךּ ︣

ךּ ︣ ḭ שּ ךּ ︣ צּ ︡ ︣Ḯ
ךּ ךּ ︡ כֿשּךּ תּ טּצּ ︣Ḯ

︡ ︡ ︣Ḯ פּ ךּ ךּ ︡כֿ צּ
קּךּ ︣Ḯ

ךּףּ ḭ ︣ ṇ ךּ ︣
ךּ ︡ ︣Ḯ ךּףּ ︣ צּ פּךּ ︣ כֿ צּ קּ ︣Ḯ

Åּף פּ
Å

Å ṇ
Å

ṇ
Å

Å

ṇ
Å ṇ
Å

Å CD-R
Å

Å

Å
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112

ךּ ︡

ךּ ︣ ךּ ︡ לּ ḭ צּ
קּ ︣Ḯ ︡ כֿשּךּ פּפּצּ ︣Ḯ
ḭ ︡ אל פּ ḭ צּ ︣Ḯ
ḭ פּ ךּ︣ ︣ כֿ ḭ
︡ כֿשּךּ צּ קּ ︣Ḯ

︢ ṇ
צּ ︡ ︣Ḯֿכ ḭ

︣ כֿ ︣Ḯ
︡ḭ ךּ צּ לּ
￼ ︣ ךּ ︡ Ḯלּ

לּ ︡
︡ ךּ כֿ נּטḭּצּ︣ ︡
︡ צּ ךּ טּצּ ︣Ḯ

אל︣ טּצּ
︣Ḯ

וֹ ḭשּ
ḭ אל

ךּ טּצּ ︣Ḯ ךּ
︡ ḭ נּ ︡ Ḯלּ

︡
︡ נּ ךּ ︣Ḯ צּ ךּ

צּ שּ ︡ פּפּצּ
︣Ḯ וֹ

︡ Ḯלּ

︡ צּ ḭ צּ ︣Ḯּט ḭ
צּ ךּ ︡ לּףּ ︡ ךּ ︡ Ḯּ︡︡פḭ אל

ךּ ︡ ḭ Ḯ טּצּ לּ
ךּ פּ ךּ לּךּ ︡ Ḯ ḭ
ṇ צּ אל ︡ Ḯ

וֹפּ ︣ ḭ ︡ ךּ כֿ צּ פּ ︡ Ḯ ḭ
פּ אל ךּ פּ ḭ צּ צּ ︡ Ḯ

ךּ ḭ ︣ כֿ פּ כḭֿצּ︣ ḭ
︡ḭ שּ ︣ כֿ צּ קּ ︡ Ḯ ︡

ḭ ︣ כֿ צּ
קּ לּ ︡ Ḯ

︡ ︡
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צּ כֿ ḱ אל ḭ פּ נּ
טּ ︣Ḯ ḭ אל טּ ︣Ḯ

כֿ קּ קּ ךּ ךּ פּכֿ צּ
︣Ḯ

וֹ ḭשּ ךּ נּ כֿ ︣Ḯ ︡
ךּ ḭ פּ פּ ךּ לּ ︣ צּ ︣Ḯ ḭ

ṇ ךּ ︣Ḯ
ḭ︡פּ︡ צּ פּ ṇ ︣ קּ ḭ ṇ
︣ קּ ︡ Ḵפּלּ ḭ ︡ ︡ לּ
︣ טּ ︣︡ḭ ṇ ︡ צּ לּ
ךּ צּ ︣Ḯ ṇ אל ךּ לּ ︣ כֿ

ḭ ṇ ︣ צּ ︣Ḯ ḭ
ךּףּ ḭ ṇ ṇ צּ אל ךּ לּ ḭ ṇ

ṇ ︣ כֿ פּפּצּ ︣ ︣ קּ
︣Ḯṡ צּ כֿ טּ ḴṢḭṡפּ לּ ︡צּ טּ ḴṢפּ
נּ שּךּ ḭ ẑ1 נּ ḭ ︣ כֿ צּ קּ
︣Ḯ

ṇ נּ ḭ ṇ ךּףּ ḭ
כֿ טּצּ פּ נּ כֿ צּ קּ ︣Ḯ ḭ ךּ ︡ קּ ḭ

פּ לּ טּצּ פּ נּ כֿ ḭ צּ
קּ ︣Ḯ

PC ḭ

ḭUSB

︡ ḭ

ḭ

ẑ1Ḳ ḱ ṇ פּ ṇ ךּףּ ︡
כֿלּ Ḯֿכ ḭ

אל צּ אל
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אל ḱ

אל ︣Ḯ ể ể צּ
ףּ ḭ ︣ קּ ︣Ḯ
ḱ ḭ ṇ צּ ךּ פּ צּ ︣Ḯ

צּ כֿ אל ךּ פּ שּ︡ ︣ כֿ ḭ כֿ
פּ נּ ︣Ḯ שּ︡ ￼קּ ףּצּ פּ

ḭ פּכֿ צּ טּצּ ︣Ḯ ḭ
צּ ḱ אל ךּ טּ ︣Ḯ

︡צּ ךּ︣ ḭ שּ אל ︣Ḯ
ḭ ḱ ḭ ṇ צּ ךּ פּ

צּ ︣Ḯ

ṇ

ṇ צּ אל ︣Ḯ ︣ ṇ צּ אל
ךּ טּ ︣Ḯ לּ ḭ

︣Ḯ ḭ פֿ ḭךּ
צּ ︣Ḯ

ḱ

ṇ צּ אל ךּ ḭ ︡ ︣Ḯ פּפּצּ
ḭ צּ ︣Ḯ ḭ נּ

ḭ ךּ צּ ︣Ḯ
︡ ḭ צּ ךּ ḭ ṇ צּ
︣Ḯ

ṇ ṕ Ṗ

ṇ ṕ Ṗ צּ פּ צּ ︣Ḯ
ṇ ︣ ḭ ṇ צּ פּ ךּ ḭפּ ṇ

אלצּ ךּ פּ ךּ ḭ ︡
ḱ צּ ︣Ḯ

וֹ

︡ ︡ ︣Ḯ ךּקּ ךּ ḭ
צּ ︣Ḯ ṇ ︡ צּ

︣Ḯ
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Ḳ ṕIPAṖ
ṡ Ṣ

https://www.ipa.go.jp/security/keihatsu/sme/guideline/

ḭ ︡ ḭ ︣
פּ ḭנּ ︣ טּצּ ︣Ḯ

1.
לּ

ṇ ︣ ךּ
︡ ︡ ︣Ḯ

2.
לּ ḭ

ךּ ︣Ḯ

3.
ךּ ḭ

וֹףּ טּ קּ
︡ ︣Ḯ

4.
ךּ צּ ḭ

ḭ ḭ
צּ ︡ ︣Ḯ

5. ṇ ḭ ︢ 2
ṇ ︡ ︣Ḯ

︢ ךּ ︣Ḯ

6. ︣
︣ ḭ

וֹףּ טּ
נּלּ ︡ ︣Ḯֿכ ḭ

︣ כֿ צּ ךּ︡ ︣Ḯ

7.
לּ

︣ ḭ IDḱ
ṇ ︡ ︣Ḯ

8.
לּ

שּ︡ ḭ
︡ ︣Ḯ

IDḱPassword

ID
Password

ID
Password

ID
Password
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ךּףּ ḭ צּ לּ פּ ︣ כֿ ︣Ḯ
︡ נּ כֿ צּ ︣Ḯ

אל

︡ ךּ ḭּף ︣
שּ ︡ ︣Ḯ ḭ ︡ḭ

צּ בֿ ḭ קּ לּ
︣ כֿ צּ ︣Ḯ

לּ שּ ︡ ︣Ḯ
ḭ ךּףּ ףּ ṇ ṇ ךּ
︣Ḯ ḭ ḭ לּ ḭ
ךּ ︣ ḭ

ךּ ︣Ḯ

︣ ףּ
וֹ ︡ ︣Ḯ ḭ

ṇ ךּ ︣Ḯ
צּ צּ ךּ ḭ ︡
כֿ ︣Ḯ

ṇ ḱ

ḭצּךּ
אל ︣Ḯֿכ ḭ ṇ ḱ
︣ טּצּ ḭ ︣
︣ טּצּ ︣Ḯ

צּ ךּ לּךּ צּ
טּ ︣Ḯ ṇ אל ︣Ḯ

ṇ צּ
︡ ךּ ḭפּ וֹ פּ טּצּ ḭ

︣ טּצּ ︣Ḯ ḭ ךּ
צּ ︣Ḯ

ךּ ṕ Ṗ לּ ṇ טּ ︣Ḯ
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ךּ ︡

ךּ ︡ ḭ צּ ︣Ḯ
︡ ḭךּ ︡ ︡ Ḯלּ

ךּ ︡ ךּףּ ḭ צּ פּ ︣Ḯ
︡ ךּ לּ צּ ṇ ︣Ḯ

︡ ךּ

טּצּ

ṇ ṇ צּ

צּ ︡ ︣ צּנּ ︣Ḯֿכ ḭ
פּ ךּ לּךּ טּ ḭצּ︣ נּ ︡ לּ לּךּ טּ

︣Ḯ ḭךּ נּ כֿ ︣ ︣Ḯ

טּ ︡ ṇ כֿ ︡ Ḯ
ךּ ︡ לּ ḭ ךּ ︡ Ḯּ︡︡פḭ אל שּ ךּ

טּ טּ Ḯ ṇ ︡ ךּ צּ
ךּ ︡ ךּ ︡ Ḯ
︡פּ︡ צּ ḭ צּ ךּ ︡ Ḯ צּ ︡ ךּ
פּ שּ פּ ḭ שּ צּ פּ לּךּ צּ ︡ ︡

ךּ ︡ Ḯ
︣ ḭ לּ ṇ ṇ טּצּ ḭ

לּ טּצּ ḭ צּ צּ ︣Ḯ
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לּ

צּ נּ שּ ךּ ︡ פּפּצּ ḭ ︡ טּצּ
︣Ḯ שּ ︣ ḭ ṇ ṇ
︣ כֿ ︣Ḯ

צּ ךּ ḭ ṇ ︣ שּ
צּ אל ︣Ḯ

ḱ ḱOS/
︡

צּ

ṇ שּ נּ ךּ ︣Ḯ נּ כֿ ḭ
ṇ Ṅ כֿ ︡ ︣Ḯ

ṇ

ṇ

ṇ ṇ

Web PC

ṇ

ӊ צּ ︣Ḯ

︡ ךּ טּ ḭ
ITךּ ṇ ︡ ︡ Ḯ פּפּ ḭ

︡ Ḯאל ḭ ṇ
צּ ḭקּ ︡ צּ ︡ Ḯּ︡︡פ צּ ḭ ךּ

ךּ ḭ צּ ףּ ￼ ︡צּ ךּ ךּ ךּ ︣Ḯ
︡ ︣ כֿ צּ ︣Ḯ
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ṇ ṇ

ṇ נּ ︡ לּ

︣ ףּ ︣ךּ
ṇ ︡ ︡ Ḯלּ

ףּ ṇ ︡ ︡ Ḯלּ

ṇ
Ṍ Ṍלּ
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ךּ

ḭṡ Ṣּטּצ ︣Ḯ ḱ צּ
כֿ ףּ ḭ ḱ צּ ︣Ḯ

︣ ṕ Ṗ

ḭ 15 5 אל ḭ 17 4 אל ︡ Ḯ ḭ
ṇ ḭ צּ

אל אל פּ ṇ ṇ צּ כֿ ḭṡנּ
Ṣṡ ḱ Ṣṡ ṇ Ṣ ︡ ḭ

27 9 צּ אל ḭ 29 5 30 אל ︡ Ḯ
3 4 ḭ ︡ ḭ צּ אל

︡ Ḯ ︡ ḭ צּ ︣Ḯ ḭ
אל ︡ Ḯ

Ḳ
ṡ Ṣ

https://www.johokokai.metro.tokyo.lg.jp/kojinjoho/hogohou/index.html

ṇ ḭ ךּ
ךּ ︣Ḯ וֹ ḭשּ
ףּ ḭ צּ טּצּ ︣Ḯ ḭEU

ṇ ṕGDPRṖּטּצ ︣Ḯ ḭ ḭ
טּצּ ︣ ḭ ︣ ךּ
︡ כֿכḮֿלּ ḭ ︡ GDPR ︡ ︣Ḯ

ṇ ṕGDPRṖ/ EU
Å ṇ צּ ḭ ṇ

קּ
Å ṇ EU Ḯ ṇ צּ
אל

Å ךּנּ טּצּ ḭ72
Å פּפּ ￼ḭEU ︣ ṇ לּ ḱ ︣ צּ

ṇ ︡ ṇ ṇ ︡ EU ṇ
︣ ḭWeb ṇ ṇ ṇ EU ṕ נּ Ṗ︡ טּ
GDPR ︣Ḯ

ṡ Ṣּצ ךּ ︣Ḯ
ḭṣ ṕ ṇ ṇ ṖṤ ︡ ḭ ︡

ךּ ︣Ḯ

ṕ ṇ ṇ Ṗ
https://www.ppc.go.jp/purpose/SMEs/

Ḳ
GDPRṕGeneral Data Protection Regulation Ḳ ṇ Ṗ

https://www.ppc.go.jp/enforcement/infoprovision/laws/GDPR/
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Ệ

ךּ

︣ ףּ צּ ḭךּקּ ךּנּ צּ ︡ ḭ
צּ אל ︣Ḯ

טּ ṇ ḭ וֹףּ
ךּ ︣ צּ ︣Ḯ

טּ ṇ
קּ

︣
︡

ṕEUḱ Ṗ

שּ ṇ ḭ
וֹ

פּ ḭ ︣ כֿ
ḱ
ḱ וֹףּ ︣
ḱ צּ ￼

צּ כֿ
Å וֹףּ ךּ
Å וֹףּ ךּ צּ ︢

︢ ︣
︣ כֿ

לּ צּ ︢ ךּ פּ ךּ ḭ צּ קּ לּ
︣ פּ ḭ ︡ ḭ ︢ צּ אל
︣Ḯ ךּףּ ṇ לּ ḭ
︣ ︡ ḭ ︢ טּצּ ︣Ḯ

4 4 1 ḭ צּ אל ︡ Ḯּ︣ת קּ
ךּ ︡ḭ︡ פּ קּךּ ︡ Ḯלּ
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Ệ

ךּ

Ỉּפ ︣ ṇ ךּ ḭ ︣Ḯ ḭ
ṇ ︡ ︣Ḯ ḭףּ
ךּ ḭ צּ קּ לּ ︣Ḯֿכ ḭפּ ṇ

ḱ צּ אל ︡ Ḯ

צּ
אל ףּ טּצּ Ḯ

Ṯ ḱ ṯ

ṇ ︣ ︡ ךּ
ךּ ḭ פּ וֹ

ṇ ︡ ḭ צּ ︡

ṇ ṇ צּ ךּנּ
︡ ḭ ṇ צּ ךּנּ
︡

︡ ṇ ṇ
︡ ḭוֹ

טּ ḭ ךּנּ צּ
︡ Ḯ

︣ צּ שּ Ḯ

כֿ צּ ḭ ︣ ףּ
צּ אל פּפּ ￼ḭ ︣ כֿ ḭ

︣ כֿ צּ ︢ כֿ צּ אל ︣Ḯ

︡ ḭ ṇ ︡
ךּ ḭ ךּףּ ṇ כֿ צּ אל
ךּ ḭ צּ ךּ כֿ צּ וֹ ︣Ḯ
ḭ ︢ אל ḭ ḭ
צּ ︡ ︣Ḯṕ כḭֿףּ ḭ ︣ ṕ
קּ Ṗ ḭ טּ ḮṖ

︡
ḭ ḭ

שּ ︣
ךּ לּ

Ḳ
ṡ Ṣ

https://www.ppc.go.jp/news/kaiseihou_feature/
https://www.ppc.go.jp/news/kaiseihogohou_checkpoint/
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Ệ

ṇ ṇ

ẇ ︣ קּ
Å צּ
Å ︣ כֿ צּ ḭקּ

צּ טּ פּ ︣ כֿ צּ קּ
כֿ

ẇ
Å ḭ ḭ ḭ ḭ

ḭ

ẇ לּ ḭ ḭ ￼
קּ לּ ︡

ṇ ṇ

ẇ לּ ḭ ḭ ḭ
︡ḭּפ פ6ּ נּ

︣

ṇ ṇ ךּףּ לּ צּ
קּ ︣Ḯ

︣ כֿ
צּ קּ

צּ ṇ ṇ
אל

ךּףּ צּ
︣

DX וֹףּ קּ ףּ ḭ ︡ שּךּ
כֿ צּ ךּ ︣Ḯ ḭ ḭ

צּ ךּ לּ לּ קּ ︣Ḯ ḭ
לּךּ טּצּ ḭṡ קּ ךּ לּ ︡
︣ טּ ḭ קּ ךּ לּ ︡ Ṣ ךּ ︣Ḯ

￼ ︣ כֿ צּ ḭ ṇ שּ
︣Ḯ
2020 (2022 4 ) כֿכֿ ḭ לּךּ צּנּ ︡ Ḯ

︡ ךּ קּ ךּ לּ ︡ ︣
︣Ḯ ךּ ︣Ḯ
צּ אל ךּ ︣Ḯ

Ḳ
ṡṡ Ṣṡ ṇ Ṣṡ ṇ Ṣ ḭ לּ ḮṢפּ︣

https://www.ppc.go.jp/all_faq_index/faq3 -q2-1/
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Ệ

ṇ

IoT ḭ צּ ︡ ךּ ךּףּ ḭ
קּ︡ ךּ טּצּ ︣Ḯ

ṇ

ḭ ḭ קּ

ṇ
ṡ ḱ Ḯ Ḯ ḭ צּ פּ ḱ וֹ ךּ
ḮṢ לּךּ טּצּ ḭפּ ḭṡ ṇ קּ Ṣ לּךּ

ךּ Ḯ
Ḳ

1-3.ṡ Ṣ ṡ ṇṢ ךּ
https://privacymark.jp/wakaru/kouza/theme1_03.html#:~:text=%E6%9C%AC%E4%BA%
BA%E3%81%AE%E6%B0%8F%E5%90%8D%E3%80%81%E7%94%9F%E5%B9%B4%E6
%9C%88,%E4%BE%B5%E5%AE%B3%E3%82%92%E5%8F%97%E3%81%91%E3%81%

AA%E3%81%84%E6%A8%A9%E5%88%A9%E3%80%82%E3%80%8D

(2022 4 ) וֹ ḭ ךּ לּךּ
ךּ ︣Ḯ ḭ וֹ שּ ךּ ṇ ḭ וֹ ṇ ḭ

צּ ṇ ṇ טּשּ︡ Ḯ
︡ צּ טּ ︣Ḯ כֿ ךּ ḭ ṇ

טּ ISO/IEC 27701:2019β1 ︣ḮGDPR ṇ ︣
︡ḭ ︡ ךּ ︣Ḯ

β1ḲISO/IEC 27701:2019 2019 8 אל ḭ
ṕISMSṖ ḭ ISO/IEC 27001 ḭ

ISO/IEC 27002 PIIṕ Ṗ
︡ PIMSṕPrivacy information Management SystemṖ Ḯ

Ḳ
ISO/IEC 27701

https://www.jipdec.or.jp/library/word/u71kba0000010ghu.html

ISMS

PMS PIMS
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Ệ

Cookie Ḵ

ṇ ךּ ḭ לּ צּ ṇ צּ שּ
ךּ ︣Ḯ ḭ ךּ נּ ךּ ︣Ḯ

Web וֹףּ Cookie ︣ ṇ טּצּ ḭ צּ ︣Ḯ

Cookie Ḵפּ
ṇ ṇ ︡ ḭWeb ṇ צּ ṇ ︣

כֿ Ḯ ṇ
ṇ ︡ כֿשּףּ ḭ צּ ︢Web

︡ ḭ ṇ קּ לּ ︣ ︣Ḯ נּ
ḭCookie ︣ ḭ ︣ כֿ קּ ḭ ︣
קּ קּ לּ ךּ טּצּ ︣Ḯ

Ḳ
ṡ ṇ Ṣ

https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/intro/intro.html

Web

Cookie

אל
Cookie

Cookie ︣ Ḵ
פֿ ︣ כֿ ḭCookieצּ︣ ךּ ḭ
︡ ךּ ḭ ḭ

︣ ︡ ḭṡ ︣ Ṣ ︡ḭ ︣ כֿ
נּ ︣Ḯ

Ḳ
Cookie ︡ Ḯפּ︣ ︡ ךּ לּ Ḯפּ︣

https://www.ppc.go.jp/all_faq_index/faq1 -q8-1/

ṇṕCookie Ṗ
ḭ ḭ

ṇ ḭ ṇṕCookieṖ פּ
ṇḭweb ṇ

︡ ףּ ︣Ḯֿכ ṇ ṇ פֿ ךּ
שּ ḭֿפ צּ
טּ ︣ ḭֿפ ṕ
︡ ṇ ḭ ︡ Ṗḭ

︣ כֿ טּצּ ︣Ḯֿכ
ḭ צּ אל לּ ףּ

ḭצּ צּ ︣ ︡ḭ
︣ ךּ︠פֿצּ ︣Ḯ

Cookie
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Ệ

Ṍ Ṍ

פּפּצּ ḭצּ︣
פּפּצּ ︣Ḯ ḱ אל ךּ וֹ

ḭשּ ︣Ḯ צּ
︡ ḭ ︡ ṇ ṇ
כֿ טּ ︣Ḯֿכ קּ

לּ ︡ ︣Ḯ ︡ ḭ
︡לּ צּ ︡ ︡ ḭךּ ךּ ṇ צּ

קּ ︣Ḯּט ḭ ︡
︡שּ כֿשּךּ ︡ ךּ ︡ Ḯ

לּ ḭ צּ צּ
ךּ ︣Ḯ

לּ

ḭ צּ קּ ︣Ḯ ḭ
קּ ︡ Ḯ צּ נּ ḭ שּ︡ ṇ צּ ךּ פּ

ךּ טּ ︣Ḯ ךּשּ צּ וֹ צּ ḭשּ שּךּ ṇ טּ
︣Ḯ טּ ḭ ṇ ︣ ṇ נּ ףּ
ḭ שּ︡ קּ ṇ צּ ךּ פּ ךּ כֿלּךּ כֿ ︣Ḯ ︡ ḭ

︣ ṇ צּ ︣Ḯ

טּ פּ צּ ︣ ךּ
צּ ︡ ︡ Ḯ פּ תּ︣ צּ

קּ ︡ Ḯ ḭ פּ צּ אל
︡ ḭצּ ṇ ṇ ṇ צּ אלשּ ḭ

צּ ︡ ︡ Ḯ
ḭ ︡ ︡ ךּ פּ

︡ ךּ ︡ Ḯ וֹ
︡ ︣Ḯ טּ ḭ ︣

טּ ḭ ךּ ḭפּ ṇ ṇ
ṕP ṇ Ṗẑ1 וֹ ךּ פּ ךּ
︣ קּ ︡ Ḯ

קּ וֹפּ ḭ ︡
ךּ ךּ ︡ Ḯ כֿ
︡ פּ ︡ ךּ ︡ ḮISMS P ṇ

︡ ︡ Ḯ

ṇ ḭ כֿ צּ ךּ ︡ Ḯ שּ︡ ︣
כֿ ḭצּ︣ צּ שּ︡ ךּ צּפּ ︣Ḯ טּ
וֹ ḭשּ אל ךּ צּ שּ︡ אל ךּ פּ ︣Ḯ

קּ וֹפּ ḭ אל ךּ ︡ ךּ ךּ ḭ
︡ ךּ ︣Ḯ

ẑ1Ḳ ṇ ṇ ḭ ṡJIS Q 15001 Ṩ
Ṣ ︡ ṡ ṇ ṇ וֹףּ ḱ
Ṣ ךּ ḭ טּ ṡ ṕJIPDECṖṢ

צּ ︡ḭ ךּ ￼ ︡ ךּ
אל ︣Ḯ
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Ệ

ךּ ︡
Ṍ פּ ךּ ︣Ṍ

ךּ ︡ לּ ḭ צּ פּ
לּ ךּצּ ︣Ḯ פֿ ךּ

︡ לּ ḭ פּ ṡֿכ
ḴṢפּ לּךּ וֹ כֿ צּ טּשּ ︣Ḯ
טּ ḭ פּ
כֿשּךּ ︡ ︡ Ḯ

ךּ כֿ פּ ḭ לּךּ
כֿ צּ פּ ︣Ḯ ︡ ḭ טּצּ

צּ ךּקּ כֿלּךּ צּ ךּ︣ ︣Ḯ
︡ לּ ︡

ḭךּ צּ אל ךּ ךּ ︣
לּ ︡ ︡ Ḯ

פּ

פּ ḭṡ וֹ ḴṢṡפּ Ṣפּלּ
צּ ︡ Ḯ ḭṡ צּ קּ Ṣ לּךּ ṇ

ḭ ︡ ︡ Ḯ פֿ צּ כֿ וֹ ḭ לּ ḭ
︣ לּ ︡ḭ ךּ ︡ ︡ Ḯ ṇ

︡ ḭצּ שּ צּ ךּ אל ︡ Ḯ

︡ שּ ḭṡ︣ ךּ
צּ פּ טּ ḭ ︡

צּ כֿךּ ךּ Ṣ לּךּ טּצּ ︡ Ḯ
︡פּ︡ פּלּ ︡ ךּ לּךּ טּ ḭ
︡ ךּ ︡ ḭצּ ︡
לּ ︣Ḯ ḭ
︡ טּצּ ḭ כֿ צּ פּ

ךּ ︡ Ḯֿכ וֹ
לּךּ טּ ︡ Ḯּנּט פֿ
︡ כֿ ḭ ךּ ךּ פּ

צּ ḭקּ וֹ
לּ ︣Ḯ

כֿ ︢ḭ ︡
צּ צּ ︢
ךּ ︣Ḯ

ךּ ︡ כֿ ḭ ︣ צּ ḭרּ
ךּ ךּ ︡ ︡ שּ︣ ︡ Ḯ ḭ ︣ ︢

כֿ צּ קּ ḭ לּ ︡ Ḯ
ḭ טּ צּ ḭ

ḭּף ךּ ךּטּ︡ צּ ︡ ךּ ︣Ḯ
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Ệ

ךּ ︡ ḭ ṇ נּ ךּךּ Ḯךּ︡
לּ ḭ ṇּפ נּ פּ ︣ לּ Ḯ

︡ ךּ צּ ︡ḭ ︡ שּךḮּלּ פּ ￼
ךּ ︡ Ḯלּכֿךּ

כֿ ︡ ḭ צּ טּ ︣
פּ ︡ Ḯךּ ṇ אל ךּ Ḯ
פּ︡ ךּ צּ ︣ פּךּ ︢ ךּ Ḯ צּ
פּ נּ כֿ Ḯלּ ︣ צּ

טּ ךּ︡ ḭ צּ קּ ךּ פּ ︣ כֿ צּ קּ לּ Ḯ

￼ ︡ פּ ︡ Ḯלּכֿךּ

︣ ḭ ︡ שּךּ צּ ךּ לּ Ḯּך
כֿ טּצּ פּ ︡ ︡ ךּ וֹ ḭ
כֿ טּצּ צּפּ ︡ ḭשּ︣ צּ טּצּ
︡ Ḯךּ︣ ḭ צּ שּ צּ לּ Ḯ נּ
טּצּ פּ ḭ ︡ פּ ︡ ḭקּךּ ︣

︡ Ḯלּכֿךּ
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טּ קּצּ

ISMS ︡
ISO/IEC27001צּ ךּ אל

ךּ פּ טּ ISMS ḭצּ ︡ ︣
כֿ ︣Ḯ טּ ḭ
︣ לּךּ טּ Ḯ
ḭ ḭךּ וֹ Ṅ
︣ צּ אל ︣Ḯ
︢ לּ ︣ P ṇ טּצּ ︣Ḯ

P ṇ ︡ ףּ ḭ ḭ
צּ ṡJISQ15001 Ṣ ︢ ṡ Ṣ לּךּ ךּ
טּצּ ︣Ḯ
ẑISO/IEC27001ḭISMS

ISMSּצ אל ḭ צּ ︣Ḯ
ḭלּךּ צּ אל

לּ טּצּ פּ ︡ ︣Ḯ ︡ ḭ צּ
ךּ ḭפּ צּ קּ ךּ צּפּ ︣Ḯ

ḭ קּ צּ אל ךּ ךּ
צּ ︣Ḯ
ḭ פּ אל

טּצּ ︣Ḯ ︣ ḭ צּ אל
ךּ פּ ︣Ḯ ḱ ḱ ḱ ︡ ︡ פּ
︣ כֿ צּ כֿ︣ ︣Ḯ

︡ ḭ פּכֿ שּךּ
כֿ צּ ︣Ḯ

ṇ ךּ ︣Ḯ צּ וֹ ךּ פּ ךּ
לּ ḭ ︣Ḯ ךּףּ ︡ פּ צּ ךּ כֿ צּ

︣Ḯ
︡פּ︡ צּ ḭ שּ ︡ḭ ךּ כֿ︣ ︣ ṇ טּצּ ︣Ḯ
︣צּ ךּ ︣ ḭשּ ︡ כֿשּךּ צּ ︣Ḯ1 ṇ

בֿ ḭṡ ︡ שּ וֹ Ṣ כֿלּךּ ךּ ︡ḭ
︡ פּ ︡ שּ Ḯךּאל ︡ ḭ פּ קּךּ ︣Ḯֿכ

לּ שּךּ ḭפּ פּ שּךּ פּ נּ קּךּ ︡ Ḯלּ
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ệ

Ḵ
Ḵ

פּכֿ נּ ךּךּ ︡ Ḵפּלּ

קּ כֿלּךּ צּ פּ Ḯ לּךּ ḭ לּ וֹךּ
ךּךּ Ḵלּ צּ טּ וֹ ḭ︡ךּ
וֹ Ḯךּ טּשּ ḭ ︢ לּ כֿ ︡ לּ Ḯ
ḭ ךּ︡ ṇ צּ ךּ Ḯ
︡ פּ ︡ ︡ פּ ︣ קּ ḱḱḱצּ

פּ נּ פּףּ ךּ וֹךּ כḮֿךּ
לּךּ Ḯךּ︡ צּ פּךּ︡ כֿ ḭ

︡ḭ קּ לּ כֿ ṇ ṇ צּ לּ
ךּ Ḵפּלּ ךּ︡ ṇ ︡ שּךּ לּ ︣ ḭ

ךּ ︡ Ḯלּכֿךּ

ḭ וֹ וֹךּ ךּ
ךּ Ḵפּ צּ קּ ךּ ךּ צּ
︣ ךּ Ḵפּלּ ︣
︡ ךּ ḭ ︡ ḭ

￼ ︡ ︡
Ḯלּכֿךּ
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ệ

︣פּ

ךּףּ ḭ ︣פּ ךּ ︣Ḯ ḭ
ךּ שּ︡ קּךּ ︡ Ḯלּ

צּ כֿ טּ ︣Ḯ ṇ
ḭךּ ḭ
ṇ ︡ ḭ ךּ צּ שּ ︡ ךּ ︣Ḯ

ḭ ךּ ḭṡ לḭּךּ פּ Ṣ
ṕ ṇ ṇṖּצ ︣Ḯ וֹףּ
ךּנּ כḭֿצּ לּ ṡ לḭּךּ פּ

Ṣ IT ṇ צּ ךּ ךּ ︣Ḯ

פּ נּךּ ︣Ḯ
ḭךּ ︡ שּ טּ ︣Ḯ
︠ ḱ ḭ ךּ טּ

ḭ טּ ︣Ḯ

ḭ כֿ טּ Ḯּ︡︡פ צּ
ḭ ḱ ḭצּ כֿ ךּ ︣Ḯ

︣ נּ ︣Ḯ

ḱ
צּ ︡ ︣Ḯ ṇ

ךּ צּ ︡ ︣Ḯ צּ ︡ צּ
︡ ḭ ︣ כֿ צּ שּ︡ טּ ︣Ḯ

טּ ︢פּ ḱ צּ ︡ ︢ שּףּ צּ
טּ ︣Ḯ

︡ ︣ כֿ ︣Ḯ

132



ệ

ṌSTRIDEṌ

Day3 ︡ ḭ ךּףּ ḭ ︣פּ
ךּ ︣Ḯ ךּ Ṅ טּצּ ︣Ḯ נּ כֿ
ḭ ︡ שּ︣ ︣Ḯ

Spoofing
ṕ ︣ ︡Ṗ

צּ ṇ ṇ ︣ ︣

Tampering
ṕ ︠ Ṗ

ṇ ︠ ︣

Repudiation
ṕ Ṗ

︣ כֿ

Information Disclosure
ṕ Ṗךּנּ

צּ ︣

Denial of Service
ṕ ṇ Ṗ

וֹפּ

Elevation of Privilege
ṕ Ṗ

︣

STRIDE

Ḳ
ṡ ṇ Ṣקּ

https://www.meti.go.jp/press/2021/04/20210419003/20210419003 -1.pdf

IDḱPassword

ṇ ︠ ︣

︡

︣

וֹפּ

ṇ ṇ פּ

ỌỌỌ
ọọọ

︣ ḭ צּ ︣Ḯ ḭ
פּ ︡ קּךּ ︣Ḯ ḭ ṇ נּ כֿשּךּ ḭ

︡ פּפּצּ ︣ḮSTRIDE לּ אל
כֿלּ ḭ שּ צּ קּ לּ ︣Ḯ
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ệ

ṌATTACK TREEṌ

אל קּ ︣כֿ ︣ ︡ Attack Tree ּטּצ
︣ḮAttack Tree ṇ אל ḭ ךּ

קּ ︣ḮSTRIDE אל צּ ךּ ḭצּ︣
Attack Tree ︣ כֿ ḭ אל לּ ךּ כֿ︣
צּ קּ ︣Ḯ

Attack Tree 
ṥ ểṦ כֿ שּ︡ ךּ ḭ ︡ ︣Ḯ
ṥ ỄṦ אל לּ ︡ ︣Ḯ

ӊ נּ ḭSTRIDE נּ ︡ Ḯלּ
ṥ ễṦֿכ לּ ︡ ḭךּ אל ךּ ︡ ︣Ḯ

ӊCvvcem"Vtgg"ּצ ḭ ךּ
︣Ḯ

ATTACK TREE ṇ

Attack Tree ︣ ḭ︣ ︡ Attack Tree 
︣ כֿ טּ Ḯ ḭ טּצּ ︣Ḯ
כֿכֿ ḭ 3 ︡ ︣Ḯ

ṇ ︣
ṇ וֹףּ ṇ פּ צּ טּצּ ḭ

︣ צּ ︣Ḯ
ṇ ︣

︣ ︡ ḭ אל ṇ אל ṇ צּלּ
כֿךּ︣ צּ ךּ ḭ אל ṇ ︣ בֿ כֿ

︡ ︣Ḯ
צּ ︡ ︣

נּ ḭ ḭ צּ לּ︡ךּנּ צּ ︡ ḭ
צּ ︣ךּנּ לּ צּ ךּ ︣Ḯ

Ḳ
ṇ )קּ 1 )

https://www.meti.go.jp/policy/netsecurity/wg3/2_bessatsu1_20210419.pdf
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ệ

︡

ṇ ḭ צּ ṇ ︣ ḭ
ṇ ︢ ṇ ṇ אל ︠ ṇ
צּ וֹ ︣Ḯ ṇ צּ ךּ ︣Ḯ

︡ḭ אל ︡ḭ צּ ︣
ḭ ︡ ךּ וֹךּ ךּ ︡ḭ

קּ פּ ︣ טּצּ ︣Ḯ

ṇ ︣ לּ צּ אל ︣Ḯ טּ

ṇ ︡ ךּ וֹךּ ךּ טּ ︣Ḯ

︣

ṇ ︡ ṇ
לּ ḭ טּצּ

צּ ךּ

︣ ︡
ID ḭ צּ

ṇ ṇ ︡ קּ

Ễ ḭ צּ
ךּ

ךּנּ
ṇ
צּ ךּ

︡ ︡ ךּ

É JIPDEC JQA ︡ ךּ ︣ ṕISMSḭ ṇ ṇ
Ṗ צּ אל ךּ Ḵפּ

É ḭ ḭ ṇ ךּ ḭ ךּ Ḵפּ

É ṇ קּ צּ אל ךּ Ḵפּ

É ṇ צּ אל ךּ Ḵפּ

É אל Ḵפּ

ṇ צּ ףּ פּ ︡ ךּ ḭ ︡ ṇ
קּ Ḯ לּ ︡ ךּ פּ ︣ כֿ

︣Ḯ

2

ḭ ḭ
︣ ḭ ṇ ךּ ︣

טּ ︣Ḯ
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ệ

ךּףּ ḭ כֿ ךּ ︣Ḯ ḭ ךּ
שּ︡ קּךּ ︡ Ḯלּ

וֹ ︡ צּ ︣ ḭ
צּ טּצּ ︣Ḯ ṇ

︣
נּךּ ︣Ḯ

︣ שּ︡ ︡ ךּ ḭ
︡ ︣ ︣Ḯ
︡ אל ḭOS

ṇ ṇ ḭ
︣שּ︡ טּצּ ︣Ḯ

ḭOS ṇ צּ ︣
טּ צּ ︣

טּצּ ︣Ḯ

ךּףּ שּ︡ לּ צּ
טּ ︣Ḯ
קּ ךּ צּ קּ ︡ לּ צּ
︣Ḯ

כֿ ḭ צּ
קּ שּ ךּ כֿ

נּ ︣Ḯ

וֹףּ ךּףּ צּ כֿ
טּ ︣Ḯ נּ ḭ ṇ צּ
צּ ︡ לּ טּצּ ︣Ḯ ḭ צּ

ףּ פּ כֿ ḭ צּ קּ ︡
כֿלּ טּ ︣Ḯ צּ פּךּ
︡ḭ ṇ כֿ︣ ︣Ḯ

ḱOS
ḱ
ḱ ṇ
�M ṇ אל ךּ ךּ

ID
Password

ID
ṇ

︡ ךּ ךּ

ךּ

ID
Password

ṇ
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